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THE YEAR 2000 COMPUTER PROBLEM: LES-
SONS LEARNED FROM STATE AND LOCAL
EXPERIENCES

FRIDAY, AUGUST 13, 1999

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY,
COMMITTEE OF GOVERNMENT REFORM,
Sacramento, CA.

The subcommittee met, pursuant to notice, at 9 a.m., in the Sac-
ramento Board of Supervisors Chambers, room 1450, 700 H Street,
Sacramento, CA, Hon. Steve Horn (chairman of the subcommittee)
presiding.

Present: Representatives Horn and Ose.

Staff present: J. Russell George, staff director and chief counsel,
Bonnie Heald, director of communications and professional staff
member; and Grant Newman, clerk.

Mr. HORN. I'm Steve Horn, the chairman of the House Sub-
committee on Government Management, Information, and Tech-
nology. The presiding officer today will be Mr. Ose, who is a valued
member of this committee and represents part of this area as we
go north, I guess, from Sacramento a little bit and various other
areas. And I'm just going to make an opening statement and then
he’s going to preside. And I will have the opportunity to ask some
questions. He will, too. And we have an excellent panel today
which should give a real good feel for where we are in government,
at least in California and with some of the private utilities and oth-
ers.

The hearing is in order as a quorum is present, and I, of course,
thank Mr. Ose and the staff for all they’'ve done to make this a
very pleasant visit in my home State of California. I represent the
area from Long Beach, CA, and I grew up in northern California
where I still have a ranch at San Juan Batista. So when I got off
the plane a few years ago when I was university president, a lady
came up to me and I don’t know how she ever knew I ever had any-
thing to do with anything, and she said, “You’re stealing our
water.”

So I understand northern California, the views. It’s tough to get
water; and believe me, when you have a ranch, it’s even tougher.

The year 2000 computer problem, which is the subject of today’s
hearing, affects nearly every aspect of operations in the govern-
ment and the private sector and, therefore, impacts all of us.

o))
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From Social Security and Medicare to telephone service and elec-
tric power, the year 2000 computer bug is the largest management
and technology change and challenge that we as a community and
as a Nation have confronted. No single organization, city or State,
can solve the problem alone, nor can they guarantee their com-
puters will work until the organizations and agencies that ex-
change data with them are also compliant.

Almost all of the agencies now report their critical computer sys-
tems have been renovated. These are the computer systems that
must continue functioning in order for Federal agencies to provide
their services. That is only part of the complex job that lies ahead.
The agency must now complete systemwide testing to ensure that
these are renovated and new computers are compatible with other
computer systems. As most computer students know, when you tin-
ker with one area of a computer system, you can create unexpected
problems in another area.

The problem was created in the mid-1960’s when many of you
know, at least my age, you had computers which filled a room of
this size, and they had very little memory. The laptop you get now
has as much memory as that whole room of computers. And some-
body said, “Hey, why are we punching in a four-digit year?” Instead
of 1967, let’s just say 67 and knock the 19 off. And, that gained
them some memory. I was running the university then, and I'm
well aware of the really difficult time we had to get enough mem-
ory. And of course, they knew even then that in the year 2000 it
would be 00, not 2000, and that would confuse the computer to get
either 1900 or 2000, and they wouldn’t know what to do. It would
just be simply 00.

So some attention was given to this early on in the 1980’s, and
we had one department where a very able programmer told all of
the brass, “Hey, we’ve got to start work on this. This is 1987.” They
never did a thing. They are still getting If's, once we got into this
in 1996. It’s been very slow.

That’s the Department of Transportation and obviously FAA is
the key aspect there. They’re moving ahead. They've got an excel-
lent Administrator that’s picked up the pieces that hadn’t been
picked up in years. And the other group that had done it on its own
was the Social Security Administration. They knew we looked
ahead to 1989 that we've got to deal with it because we’ve got 50
million different customers here for one program and 43 for an-
other one. And they did it all on their own. There was no preceden-
tial guidance in budget and management and they just did it.

And, therefore, they’'ve been the first to really be 100 percent
compliant, and we shouldn’t have any problems on that front. And
3 years ago we started our first hearing, which was roughly April
1996. And we’ve held about 30 hearings and issued about eight re-
port cards monitoring the status of the executive branch of the Fed-
eral Government.

We wrote the President in 1997. We said, “You've got to appoint
somebody to coordinate this full-time within the executive branch.”
He acted on that. That was 1997; he acted on it in 1998. And, in
effect, Mr. Koskinen took office in April 1998. He’s done a very fine
job. He’s pulled a lot of people together. They are also working with
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the industrial sector and various panels and so forth. So all of that
has been helpful.

At our first hearing we asked the Gardner Group, “How much
you think it’s going to cost the Federal Government and nation?”
They said, “Well, it’s $600 billion worldwide problem. We're half
the computers in the world, so it will be about $300 billion. That’s
the private sector and State and local government.” And I said,
“How much for the Federal Government?” They said, “It’s going to
cost about $30 billion.”

As I got into this more and more, I thought that was a little high
and knew more likely it would be $10 billion. We’re now at the %9
billion mark with the Federal Government through September
30th. We might well use another billion in the last closing panic
bit, if there is any of getting the right people in the right place at
the right time. It might hit $10 billion. But basically they’ve done
it with that amount of $9 billion, and we’re going to have our open-
ing witness with a very fine representative of the General Account-
ing Office who has kept tabs on the executive branch in their role
as the watchdog programmatically and financially on behalf of the
legislative branch.

So in addition to programs such as Social Security, Medicare and
the Nation’s air traffic control system, 10 of these federally funded
programs are operated by the State. These programs which depend
on State and county computers, as well as the Federal systems, in-
clude Medicaid, food stamps, unemployment insurance, child sup-
port enforcement and a myriad of other things. None of the 10 pro-
grams will be ready for the year 2000 until December, leaving little
if any time to fix unforeseen problems. Data exchanges and inter-
dependencies exist at all levels of government and the private sec-
tor. A single failure could disrupt the entire chain of information.

The Social Security Administration, for example, maintains a
data base of Social Security payment information for eligible citi-
zens. When these payments are due, the Social Security Adminis-
tration sends the information to the Department of the Treasury’s
Financial Management Service, where the check is issued, and
then either electronically deposit it into a personal bank account or
deliver it by the U.S. Postal Service.

Each of these agencies has its own network of computers. If even
one of them fails, the entire system will break down and the check
will not be delivered. Fortunately, the Social Security Administra-
tion has been working on this problem for 10 years and it’s in good
shape. But even the best prepared computers won’t work without
power. Two of the most essential questions involving the year 2000
challenge are, will the lights stay on and the gas pumps remain
full. For without electricity and fuel, farm crops cannot move from
field to table and commerce cannot flow from factory to household.

The year 2000 computer problem also presents other potential
threats to communities, from computed interrupting services, such
as 911, to delays in assistance for disasters, such as California’s all
too familiar earthquakes, floods, fire, you name it, we do it. Why
we are here today is to examine California’s readiness for this chal-
lenge as well as the preparations being made by regional local gov-
ernments and businesses. But even with the best of plans, no one
can predict what might or might not happen once the clock ticks
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midnight this New Year’s Eve. The only certainty is that the Janu-
ary 1lst deadline cannot be extended.

I understand that California and Sacramento have been working
hard toward meeting this deadline. And I welcome today’s wit-
nesses and look forward to the testimony.

And with that, Mr. Ose will preside and Chair as the chairman
pro tem. He’s a valued member of our committee in Washington.
Since we’re in his district, he’s going to chair it and run us through
it, and I will ask some questions and so will he.

Does the gentleman from California have an opening statement?

[The prepared statement of Hon. Stephen Horn follows:]
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“Is California and Sacramento Year 2000 Ready?
Opening Statement of Chairman Stephen Horn (R-CA)
Subcommittee on G Manag! t, Information, and Technology
August 13,1999
Sacramento, California

This hearing of the House Subcommittee on Government Management, Information, and
Technology, will come to order. I would like to welcome and thack Congressman Doug Ose for
being such a gracious host during the subcommittee’s visit in Sacramento, the capital of my home
state of California.

The Year 2000 computer problem affects nearly every aspect of operations in the
government and the private sector and, therefore, impacts every one of us.

From Social Security and Medicare to local telephone service and electric power, the Year
2000 computer bug is the largest management and technological chalienges that we as a
community and as a nation are likely to confront. No single organization, nor city or state can
solve this problem alone. Nor can they guarantee their computers will work, despite the date
change, until all organizations and agencies with which they exchange data are also compliant.

The problem was created in the mid-1960s when programmers, seeking to conserve
fimited computer storage space, began designating the year in two digits rather than four. The
year 1967, for example, was shortened to “67.” The concern as we approach the new millennium
is that computers will misinterpret the last two zeroes in the year 2000 as 1900, causing these
systems to matfinction, corrupt data, or shutdown completely.

More than three years ago, our subcommittee held its first congressional hearing on the
Year 2000 problem. Since then, we have held nearly 30 hearings and issued 8 “report cards,”
monitoring the Year 2000 status of the 24 largest agencies in the executive branch of the Federal
Government, We selected these agencies b their combined programs directly or indirectly
affect the lives of nearly every American.
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Almost all of the agencies now report that their critical computer systems have been
renovated. These are the computer systems that must continue functioning in order for Federal
agencies to provide their services. But that is only part of the complex job that lies abead. The
agencies must now complete systemwide testing to ensure that these ated or new comp
are compatible with other comp Y As most comp dents know, when you tinker
with one area of a computer system, you can creste pected problems in another area.

Current estimates show that the Federal Government will spend nearly $2 billion doflars
to fix its computer systems. Several years ago, I predicted the cost would rise to $10 billion
dollars. Apparently, I was on target.

Recently, the President’s Office of Management and Budget identified 43 Federal
programs that provide the most critically needed services to American citizens. In addition to
programs such as Social Security, Medicare, and the nation's Air Traffic Conirol system, 10 of
these Federally funded programs are operated by the states. These programs, which depend on
state and county computers as well as the Federal systems, include Medicaid, Food Stamps,

Us i and Child Support Enfo as well as others. None of the 10
programs w:ll be ready for the Year 2000 until December, leaving little, if any, time to fix
unforeseen problems.

Data exchanges and interdependencies exist at all levels of government and the private
sector. A single failure could disrupt the entire chain of information.

For example, the Social Security Administration maintains a database of Social Security
payment information for eligible citizens. When payments are due, the Social Security
Administration sends that information o the Department of the Treasury’s Financial Management
Service where the check is issued and then either electronically deposited into a person’s bank
account or delivered by the U.S. Postal Service. Each of these ies has its own k of
computers. If even one of them fails, the entire system breaks down and the check will not be
delivered.

Fortunately, the Social Security Administration has been working on this problem for 10
years and is in good shape.

But, for comp to continue working, they need power. Two of the most essential
questions concerning the Year 2000 challenge are: “Will the lights stay on and the gas pumps
remain full?”” For without electricity and fuel, farm crops cannot move from field to table and
commerce cannot flow from factory to household,

Year 2000 computer problems also present other potentially serious threats to
communities, from interruptions in services, such as 911 to delays in assistance for emergencies or
disasters such as California’s all-too-familiar earthquakes.

We are here today to examine California’s readiness to this chatlenge, and the state of
preparedness among regional and local governments and businesses.
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Despite the best of plans, no-one can predict what may or may not happen once the clock
ticks past midnight this New Year’s Eve. The only certainty is that this deadline cannot be
extended.

Tunderstand that California and Sacramento’s government have been working hard to
meet this deadline. I welcome today’s witnesses and look forward to their testimony.



Mr. OsE. I do, Mr. Chairman.

First of all, let me thank you for coming all this distance to visit
with us today. Your work on this subject has been the backbone of
everything we're trying to do to make sure this does not become a
problem. As arcane as the subject is, the country owes you a great
debt of gratitude.

First, I'd like to thank everyone for joining us today at this spe-
cial field hearing. Today we are going to look at how State and
local government entities, utilities and selected businesses in the
community have prepared their computer systems for the next cen-
tury.

On the Federal level, this committee has reviewed the Federal
Government’s Y2K preparations for several years under the guid-
ance of Chairman Horn. So far this year, it’s a long title, but the
Government Reform Committee’s Government Management, Infor-
mation, and Technology Subcommittee, of which Mr. Horn is chair-
man and on which I sit, has held over a dozen hearings on the Y2K
computer problem.

As Chairman Horn contends, the Federal Government has been
slow to act on the problem. As a result, some of the agencies have
had to work overtime to become compliant with the challenge. At
this point, about 94 percent of the government’s mission-critical
systems will be ready for January lst—excuse me, are ready for
January 1lst. And the remaining 6 percent have yet to be com-
pleted.

The purpose of this hearing, again, is to look beyond the Federal
Government and see how localities are dealing with this problem.
On the State level, it appears that the State of California’s followed
a similar path as the Federal Government identifying the problem
and going to work on it.

The State Auditor prepared a report in February 1999 and the
director of the Department of Information Technology is here with
us today to discuss it. As in the Federal Government, the State is
hustling, if you will, to make sure that their systems comply as of
the end of the year, and I'm looking forward to this testimony.

I'm also pleased to see that we have a wide variety of witnesses
who will testify before us today. We'll hear from the representative
of Sacramento County and from the Sacramento County Emer-
gency Services. We have someone from my city, the city of Citrus
Heights. We'll have a representative from the Regional Council of
Rural Counties, and finally from the Government Accountability
Office.

We'’re also going to receive testimony from utility providers, those
being PG&E, Pacific Bell, and SMUD. Finally, we’ll hear from im-
portant industries on the private side such as banking, agriculture,
and health care.

I look forward to everyone’s testimony, and I hope this hearing
will help educate the public on our region’s preparedness for the
year 2000.

[The prepared statement of Hon. Doug Ose follows:]
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Opening Statement for Congressman Doug Ose

I’d like to thank everyone for joining us for this
special Y2K field hearing. Today we are going
to look at how state and local government
entities, utilities and selected businesses have

~ prepared their computer systems for the next
century.

On the Federal level, this Committee has
reviewed the Federal Government’s Y2K
preparations for several years. So far this year,
the Government Reform Management,
Information, and Technology Subcommittee has
held over a dozen hearings on the Y2K
computer problem. As Chairman Horn can
attest, the Federal Government was slow to act
on the problem. As a result, agencies had to
work overtime to become Y2K compliant. At
this point, about 94% of the government’s
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mission critical systems are ready for January
1%

The purpose of this hearing is to look beyond the
Federal Government and see how localities are
dealing with the problem. On the state level, it
appears the State of California has followed a
similar path as the Federal Government. The
California State Auditor reported in February
1999 that the state was woefully behind in many
aspects of Y2K preparedness. As a result, the
state has had to play catch-up.

I am pleased to see that we have a wide variety
of witnesses who will testify before us today.
We will hear from the California Department of
Information of Technology, a representative
from Sacramento County and from the Sac.
County Emergency Services, the City of Citrus
Heights, a representative from the Regional
Council of Rural Counties, and finally the
Government Accountability Office. We will
also receive testimony from the utility
companies that we all rely on, including PG&E,
PacBell, and SMUD. Finally, we will hear from
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important industries including banking, food
supply, and health care.

I look forward to everyone’s testimony, and I
hope this hearing will help educate the public on
our region’s preparedness for the Year 2000.
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Mr. OsE. I would like to invite the first panel down for their tes-
timony. We're going to have you sit right here with—so those folks,
Joel Willemssen, Elias Cortez, Doug Cordiner, Joan Smith, Cathy
Capriola if you would come join us down here.

OK. We're going to have Mr. Cortez testify first. He’s got a 10
a.m. flight. But before we get into that, this being a congressional
oversight hearing, I need to swear the witnesses. Folks, if you’ll
raise your right hands.

Do you solemnly swear the testimony you will give before this
subcommittee will be the truth, the whole truth and nothing but
the truth?

Let the record show the witnesses responded in the affirmative.

[Witnesses sworn.]

Mr. OSE. So, Mr. Cortez, you're up. Thank you for joining us.

STATEMENTS OF ELIAS CORTEZ, DIRECTOR, DEPARTMENT OF
INFORMATION TECHNOLOGY, STATE OF CALIFORNIA; JOEL
WILLEMSSEN, DIRECTOR, CIVIL AGENCIES INFORMATION
SYSTEMS, U.S. GENERAL ACCOUNTING OFFICE; DOUG
CORDINER, PRINCIPAL AUDITOR, BUREAU OF STATE AU-
DITS, CALIFORNIA STATE AUDITOR’S OFFICE; JOAN SMITH,
SUPERVISOR, SISKIYOU COUNTY, ON BEHALF OF THE RE-
GIONAL COUNCIL OF RURAL COUNTIES; AND CATHY
CAPRIOLA, ADMINISTRATIVE SERVICES DIRECTOR, CITY OF
CITRUS HEIGHTS

Mr. CoRTEZ. Good morning. Honorable chair and members, on
behalf of Governor Davis, I welcome you and your committee to the
State of California.

I am Elias Cortez, chief information officer for the State of Cali-
fornia and director of the Department of Information Technology.
I would like to thank the members of the subcommittee and all
your staff for the opportunity to deliver a brief statement on Cali-
fornia’s comprehensive year 2000 program. Based on recent reviews
and detailed analysis of the Y2K program, efforts not only within
the State, but across the Nation, we’re confident that California’s
approach to the year 2000 issue is progressive and comprehensive.

The executive order D-3-99, signed by Governor Gray Davis in
February 1999, identified the Y2K issues as the State’s No. 1 infor-
mation technology priority. This emphasizes and ensures that the
State’s resources are focused on public safety, economic stability,
continuation of business, and the uninterrupted delivery of essen-
tial government services to all of California’s citizens and business
partners. The executive order empowered me to lead and make
bold, decisive initiatives to assess, validate, and communicate the
status of Y2K remediation and preparedness activities.

The executive order also empowered me with authority over all
information technology units and resources within the State.
Through this role, I forged successful partnerships with representa-
tives of both the public and private sectors, including local govern-
ments and State governments and other State entities such as the
Governor’s Office of Emergency Services, and various committees
and task forces convened by the Governor.

Our main purpose and focus was to accelerate and escalate a pro-
gressive and successful year 2000 program, and included are sub-
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committees such as the year 2000 executive committee, year 2000
business economy task force, the year 2000 business council, the
year 2000 emergency preparedness task force, and the year 2000
communications and outreach task force. As we implemented and
enhanced our year 2000 program in February 1999, we found that
government entities were not as prepared as we had thought or
had been previously reported, and as a result, we immediately ac-
celerated and escalated our year 2000 program through the
proactive implementation of a statewide program management of-
fice for Y2K and the development of prescriptive methodologies
based on the industry best practices for Y2K.

This approach is documented in the Department of Information
Technology’s Strategic Plan, which is included in the documents
supplied to you. California’s year 2000 program is a comprehensive
approach to the year 2000 remediation and preparedness and in-
cludes the establishment of baseline status for more than a 100-
plus State entities, an assessment of each entity, a high-level anal-
ysis and the assessment results, and the independent validation
and verification of those entities with a mission-critical system’s
focus by external vendors.

The assessment and review outcomes are tracked through a cor-
rective action planning process. This process ensures accountability
and action and focus from the entities with the corrective action
plans and resources in place that they are required to complete
prior to September 1, 1999. A compilation of the State Department
Status Information is presented for review on-line on the web on
the California Y2K website, which is www.year2000.ca.gov. This
bold-step initiative allows any government entity or citizen to ac-
cess objective, quantitative, current information about State enti-
ties’ Y2K efforts.

Additionally, the website information communicates entity status
to business partners within and external to the State government
entity and structure. California’s Y2K program has a significant
commitment to ensuring that business continuity and contingency
planning occurs for all entities.

The year 2000 management program office, the statewide pro-
gram, must receive a completed and tested plan from each entity
prior to October 1999. The commitment to business continuity and
contingency planning echoes a message of Governor Davis’ execu-
tive order and ensures a seamless delivery of services in order to
make the century change a nonevent.

In addition to technical assessments and reviews, our Y2K pro-
gram consists of extensive communication and outreach activities.
These include year 2000 emergency preparedness and business con-
tinuity and contingency planning, conferences, infrastructure in-
dustry roundtables, legislative-sponsored attendance in hearings in
which we participated; additional activities are anticipated over the
coming months and the new year relative to communications and
outreach on Y2K.

Finally, we have raised the bar regarding end to end testing. We
will broaden and strengthen interface testing of data with all our
partners in local government to ensure that mission-critical public
safety, health and welfare and education services are delivered un-
interrupted into the new year.



14

We have a successful and productive collaboration with counties
and local governments and even private sector organizations rel-
ative to the services that we deliver from the State. All Y2K activi-
ties conducted by the State of California are a direct reflection to
the decisive actions taken in support of Governor Davis’ adminis-
tration and the legislature, as well as an unprecedented coopera-
tion among State government entities and partners for the State.

Recent accomplishments by the program will allow the State to
ensure continuity of State and county mission critical services to
the community at large regardless of unforeseen information sys-
tem impacts.

I'm extremely confident that California can and will deliver the
mission-critical services for residents before, during and after the
century event.

In summary, the State has been extremely proactive and focused
on California’s expectations of uninterrupted services by doing the
following things:

We focused in the area of addressing the most challenging issues
and mission-critical priorities first and concentrating on the great-
est impacts to health, safety and revenues. We've maintained pub-
lic trust in the infrastructure that Californians depend on by accu-
rately reporting the progress made and any challenges facing for-
ward, managing those to date, making sure that there is a work-
able solution in place to provide uninterrupted service if an unfore-
seen year 2000 event occurs, preparing for the unexpected year
2000 related impacts by anticipating scenarios and directing the re-
sources necessary to maintain confidence in our communities via
the Office of Emergency Services.

Again, thank you for giving the State the opportunity to testify
before you about our comprehensive year 2000 program. We are
proud not only to share our current status, but we have proactively
shared our methodologies with all local government, small business
and entities relative to Y2K.

Thank you.

[The prepared statement of Mr. Cortez follows:]
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Department of Infurmation Technology State of Catifornia

State of California’s Year 2000 Program
July 22, 1998

Executive Summary

One of the first actions taken by Governor Davis, upon taking office in January 1999, was to
make the Year 2000 chullenge the top technology priority for the State. With [2 months left
until the deadline. aggressive steps were taken 1o immediately address the daunting task. The
commitment and resolve that has been put forth is unsurpassed by any other wchnology
cndeavor in the history of the State of California.

Governor-elect Davis initially established a “Transition Team” for information technalogy in
December 1998, The transition team consisted of six strategic and senior technology
executives from the public and private sector. This team's objective was to conduct an
ussessment, develop initial strategies and make recommendations on the new
Administration’s transition into the effective use of technology in State of California. Given
the immediacy of the Year 2000 challenge, however, the team focused on the Department of
Information Technology (DOIT) and the State’s remediation progress.

In Febraary of 1999, Governor Davis signed Exacutive Order D-3-99, establishing Year 2000
committees, task forces, councils, and sssigning responsibilities and authority to Stale
agencies. The following summarizes these entities:

»  Year 2000 Executive Commirtee 1o assume statewide leadership, coordination and oversight
responsibilities of Year 2000 activirties.

& rear 2000 Business Continuity Fask Force that will ereate u stutewide business continuity
plan to address the delivery of essential services relying on the coordination of multiple
Jjurisdictions, and to address potential [ailures of utilities, water, ranspontation,
telecommunication and emergency services. .

®  Yeqr 2000 Business Council 16 provide ongoing review of the State's Year 2000 sirategies.
plans and progress and to contribute best practices and praven solutions.

o Yeour 2000 Program Management Office to coordinate and assess departmental Yeur 2000
efforts, provide detsiled and timely informution regarding the Year 2000 projecis and serve as
a resource for Stale agencies, The Year 2000 Program Management Office works at the
direction of the Year 2000 Executive Committee and is supported by the Department of
Information Technology.

s  Year 2000 Emergency Preparedness Task Foree 1o puide State apencies and to work with
federal, county and municipal governments in assessing Year 2000 risks and developing
warst-case scenarios that mipght cause significant interruption to government services or
constitute public ermergencies, This task foree is chaired by the Governor's Office of
Emergency Services and is comprised of representatives from public and private sector
arganizations critical i emergency prepuredness.

o Year 2000 Communications and Quireach Task Force to coordinate communications ta the
Public, Legislature and Media.

In widition, the E ive Order escalated the Year 2000 challenge to the State's number one
information technology project and halted the purchase of new computers systems, hardware,
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software, o equipment that is not Year 2000 compliant or fatls ta contmin Year 2000 contract
language.

With strong feadership and clear direction, the State agencies embarked upon making certain that
their services would not be impacted by Year 2000. Two ugencies also assumed leadership roles
in assisting the State’s Year 2000 program, the Department of Information Technology (DOIT)
and the Office of Emergency Services (OES).

DOIT s prirnury responsibility was 10 support the coordination and assessment of departmental
Year 2000 efforis, provide deisiled and timely information regarding the Year 2040 projects und
serve as a resource for State ugencies. Working with the Year 2000 Business Council, DOIT
developed an approach 10 accurately measure a department’s progress and provide support where
needed. The approach was documented in the Year 2000 Sirategic Plan. This and other
doguments, such as Year 2000 status of each agency, is available on the California Year 2000
weh site (hitp:/www.year2000.ca.gov). Lastly, DOIT also assisted with the implementation of
the Year 2000 Communications and Qutreach Task forces plan.

Impiementing the Year 2000 program requires sirong information technology leadership. in order
1o strengthen DOIT s role, Governor Davis appointed a Chief Information Office / Director of
DOIT, Elias Contez, and empowered him line authority over all information technology units
within State government,

OQES leads the Year 2000 Emergency Preparedness Task Force. This commitiee oversees the
State departments’ activities in working with Federal, county and Year 2000 municipal
government agencics in assessing Yeer 2000 risks. They are developing comprehensive
Contingency Plans for potentially significant interruption to essential government services or
possible public emorgencies. A plethora of Contingency Planning and preparedness information
and documents are available on the OES web site (hitp://www.oss.ca.gov).

Overall, Governor Davis is providing leadership and hus empowered the State to boild a
successful Year 2000 program. The following highlights some of the recent key
accomplishmonts:

» Implemented strategic task forces to bring rogether the expertise of the technology and
business knowledge experts in both the public and private sector of the state.

s Streamlined from 90 days to 3 weeks the state funding processes and procedures (or
Year 2000-related expenditure to ensure Lhe prompt delivery of resources necessary to assist
the ugencies and departments (o prepare for Year 2000,

s  Convened the Diamond Tesn in recognition of the need to coordinate the State’s four
technology departments at the core of information technolagy for the State into one
collaborative team and call “all hands on deck” for Yeur 2000.

» Refined the Year 2000 status reporting process for State agencies and departments
providing monthly siatus updates on their progress towards Year 2000 preparedness.

» Implemented a central Year 2000 Progrum Management Office o establish
methodologies for ussessing agencies and deparuments, to assist agencies and departmonts
with planning efforts, and to ¢reate a project management office infrastructure that can be
utilized by DOIT for future oversight efforts.

» Established uniform metrics (o track Year 2000 preparedness und resource issues in a
timely, accurate. and consistent manner.

luly 22, 1999 Page2 of 3
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s Performed Detailed Depurtmental Assessments (DDA’S) to baseline departmentat
progross.
« imp} ted Statewide Year 2000 Independent Verification and Validation (IV&V)

process to ensure that oversight of state offorts is monitored consistently

« Developed Corrective Action Plans process to track and monitor corrective action plans
resulting from the DDA's which monitor agency/department pragress and facilitates resource
deployment where required ensuring that all technology components are compliant.

*  Facilitated access to Year 2000 specialty vendors and resources for use by Stae agencies
und depanuments to effectively address their remediation and testing needs

« Egtablished Contingency Planning for Business Plan (CPB) Model und Methodologies to
standardize the level of preparation and reporting associated with continuity and business
resumption efforts.

¢ Created the Year 2000 HelpDesk to manage inquiries from state agencies regurding the
DDA process thut serves as a central coordination paint of information to and from Year
2000 PMO stakeholders.

+ Increased Year 2000 awareness in public and private sector utilizing comprehensive
Qutreach Programs to educate stakehalders and communicate a massage of concern for Year
2000 preparedness and not panic. This includes Year 2000 conferences and hearings that
were conducted throughout the State as well as the publishing of a Swste of Califomia Year
2000 web site,

v  Conducted Yeur 2000 Partnership Pilot Program with Merced County to determine the
effectiveness of the State’'s DDA's methodology and toolkit in 2 lecal government
environment.

« fstablished of an Event Center Management (EMC) to uct as a focal point to monitor
status of all Year 2000 tusks, provide a stite-of-the-art tachnology esting facility, and act as
an emergeney response and coordination center during the millennium change.

. I.annchmg of a Year 2000 Communications snd Outreach campalgn that includes public
and tegisl , confe , media events, and publications (including the
pubhcauun M the Ycar 2000 status ot all agencics). The mission is to voordinate accurate and
timely information about public safaty, economic stability, and the continuation of business
service delivery us it relates to the Year 2000) transition,

+ Training the business community in Year 2000 readiness comprising of training 24 cities
between 7/14/98 und 6/8/09, small business jumpstart kits for year 2000 preparedness, and 4
38-page hooklet entitled Small Business Countdawn to Year 2000.

s  Formed a State/County Fxternal Interface committee in a colluborative effort to ensure
the continuity of state and county services 10 the community. The commitiee has divided into
working groups which focus on the areas of interface inventory, testing methodology,
acceptance documentation and commuRications.

These achievements pave the way tor o successful Year 2000 Program and cstablish best
practices and lessons leamed for beyond year 2060). In order to provide better communication to
the public. legislature, and media, the State hus published the Year 2000 status of every
department in the July 1999 Quarterly Report and also maintains 8 current and extensive web site
for Year 2000 information.

Tuly 22, 1999 Pege 3 of 3
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Mr. Osk. Director, if I may, in deference to your time, we’'re going
to ask what few questions we have of you first so that you can
catch your plane.

First of all, you mentioned the website that you had, the
www.year2000.California.gov. I want to make sure that we've got
that correctly identified as www.year2000.ca.gov., right?

Mr. CORTEZ. Yes, sir.

Mr. OsE. So if anybody is watching, that’s a first—that’s one re-
source everybody can use.

The other question I have most directly is under Chairman
Horn’s leadership, one of the things that has been most apparent
is that our initial attempts to cure this problem have been changed
or governed by agencies’ self-examination after the fact. And what
I’d like to find out is: There are three particular situations I'm con-
cerned about.

First, is it the agencies themselves who are reporting on their
compliance, or do you have an independent third party doing that?

Second, since, say, January 1st, have you seen any material
change in the degree of readiness amongst the agencies?

And, finally, as it affects regional and local governments in par-
ticular, has the State been able to provide any financial assistance
to those levels of government to help them get into compliance?

Mr. CorTEZ. Thank you.

Regarding the agencies, we are very proud to say that that was
a concern for our legislature coming in. Again, the program wasn’t
where we had expected it to be. We did see prior to our acceleration
and escalation of this program a need for independent validation
of verification. We immediately implemented that program. No en-
tities do self-assessment or self-reporting. We've put that behind
us. Our new program not only allows us to do current triages, but
we have ongoing statewide program management in which we con-
tinually track on a weekly basis and post on line on our web the
status of any corrective action plans required for these depart-
ments.

Furthermore, we’re proud to say we’re putting that on the web
so that any local government and citizens who have any concerns
regarding our compliancy or status can go on line and see positive
steps taken, actions that need to be taken, and corrective actions
and plans in place and resources with dates proactively displayed.
So we are totally having an objective review. It’s all external and
it’s independent. And, again, we have a multitude of vendors that
are helping us with that process.

Second, the issue on the degree of readiness, we have seen an ex-
treme acceleration and escalation of the Y2K program, and we've
even documented that on line. So when you see the department
status, you can see the initial baseline and its actual validation
where it was when we started the program and where it currently
is. And you can see some major improvement and action items
taken care of. So we view this program as extremely successful and
have recommended to other local government entities not only the
methodology that we use; we post it on line and they can download
it and use it as a tool kit for themselves if they don’t have re-
sources to hire expensive consultants. And many government enti-
ties have taken the opportunity to do so.
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And, furthermore, we continually assess on a week-to-week basis
and allow the departments to give current status. So, as an exam-
ple, if a department finds an issue that hadn’t been dealt with
prior to this, it gets red-flagged again and brought into the loop of
the program. So we have a comprehensive review of all issues left
to be compliant and complete into the new year.

Regional governments, we have proactively been out in the com-
munity working with regional governments sharing our methodolo-
gies at no cost to them. We’re doing conferences. We are aggres-
sively pursuing a communication and outreach program making
sure that our message and their message is in sync with the com-
munity. We have proactively worked with the legislature to provide
dollars so that we can fund such programs. And, again, at this
point, the funding that has been put in place I know has gone to
core programs and other programs. Again, at this point, I'm not
aware of legislation with additional funding.

Mr. OsE. Chairman Horn.

Mr. HORN. Just one brief question. I know the Governor doesn’t
run the State education systems here, but increasingly Governors
do, and I wondered if you as the chief technology boss of the State
have a feel for what’s happening on K-12, what’s happening at the
community college level, what’s happening at the California State
University level. And we do have one witness from the UC-Davis
campus, the medical school, but I wondered what you know about
what’s happening at the University of California, also.

Mr. CorTEZ. Yes. We are proud to say that we’ve had the oppor-
tunity to work side by side with Assembly Member John Dutra,
Chair of the Assembly Information Technology Committee, and
we've gone across the State and had hearings like this in similar
forums, and we have seen that smaller government entities, not
just school districts, have had financial challenges that they re-
cently have come out of, and so their starts with the Y2K program
have been late.

I personally have met the leader of the Board of Education for
our State and have shared our methodology. We have proactively
worked with them on the assessment for their department. They
take—all government entities take this challenge seriously, and we
are continuously working with them. And as an example, through
communications and outreach programs trying to disseminate Y2K
status and methodologies through their broadcast system. We do
and we have found in again smaller government entities that fi-
nancial strains have been an issue for them. As we did in one case,
a city up in northern California, they used $100,000 reserve plus
borrowed $50,000 to complete their Y2K program.

So all in all we've seen a major impetus to get the job done.
We've seen many challenges on a different level, and we believe the
smaller government entities do need help not only in methodolo-
gies, but resources. And they need to shift their own internal re-
sources to get this job done, as we've seen with other local govern-
ment entities.

Mr. HoOrN. Well, I appreciate that answer. The State auditor has
a representative here after you, and we’ll ask him some of the
questions, but the statewide audit in February I'm sure was helpful
in assessing where you were. I don’t know the degree to which
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California departments have, say, an inspector general because
there’s another—at least at the Federal level, another independent
authority that can call them as they see them. Are you concerned
abogt the verification of what some of the departments are submit-
ting”

Mr. CORTEZ. Actually, I'm confident to say that we've taken the
auditor’s report to heart. We welcome all their comments. We ag-
gressively pursued as we have expanded and escalated our pro-
gram all their issues into our program. We reported to them cur-
rently and recently about the program and the status of the pro-
gram. We do not use self-assessment. We do not believe that’s the
appropriate measure of Y2K. We have proactively worked with
what we call the Y2K Business Council.

Right across the mountains here, we have the leaders in the
world on technology. And we are lucky to have used them, and they
have committed their CIOs to be our compass and guide for our
Y2K program; and we’ve been able to take industry best practices,
procedures, and policies, such as software freezes and other things
that are related to a good compliant information project—Y2K in-
formation project in place. And so we’re confident that not only the
recommendations from the Bureau of State Audits we’ve taken into
account and implemented; but, furthermore, we’ve got an addi-
tional set of eyes on our program and advisory to our program and
that has embellished our program tremendously.

Mr. HogrN. Thank you very much.

Mr. OSE. Director, thank you. Appreciate you coming.

Now to the rest of the panel, I appreciate your patience. That’s
v}el:ryl courteous to extend that to the director. So we’ll just go down
the list.

Mr. WILLEMSSEN. Thank you, Congressman, for inviting us here
today. Chairman Horn, as requested, I'll briefly summarize our
statement on the Y2K readiness for Federal Government, State
and local government, in key economic sectors.

Regarding the Federal Government, reports indicate continued
progress in fixing, testing and implementing mission-critical sys-
tems. Nevertheless, numerous critical systems must still be made
compliant and must undergo independent verification and valida-
tion. The most recent agency quarterly Y2K reports due to OMB
today should provide further information on agency progress. Our
own reviews of selected agencies have shown uneven progress and
remaining risks in addressing Y2K and, therefore, point to the im-
portance of business continuity and contingency planning.

Even for those agencies that have clearly been Federal leaders
such as the Social Security Administration, work still remains to
ensure full readiness. If we look beyond individual agencies and
systems, the Federal Government’s future actions will need to be
increasingly focused on making sure that its high priority programs
are compliant. In line with this, OMB has identified 43 high-impact
programs such as Medicare and food safety. As you know, Mr.
Chairman, we’re currently reviewing for you the executive branch’s
progress in addressing these high-impact programs. Available in-
formation on the year 2000 readiness of State and local govern-
ments indicates, also, that much work remains. For example, ac-
cording to recently reported information on States, about eight
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States had completed implementing less than 75 percent of their
mission-critical systems. Further, while all States responding said
they were engaged in contingency planning, 14 reported their dead-
lines for this as October or later.

State audit organizations, including the California State Auditor,
as earlier mentioned, have also identified significant Y2K concerns
in areas such as testing, imbedded systems, and contingency plan-
ning.

Mr. OseE. Mr. Willemssen, just a moment. If everyone would turn
off their pagers and cell phones, that would be a great benefit to
the witnesses. Thank you.

Mr. WILLEMSSEN. Another area of risk is represented by Federal
human services programs administered by States, programs such
as Medicaid, food stamps and child support enforcement. Of the 43
high-impact priorities identified by OMB, 10 are State-adminis-
tered Federal programs such as these. OMB reported data on the
systems supporting those kinds of programs show that numerous
States are not planning to be ready until close to the end of the
year. Further, this is based on data that has not been independ-
ently verified.

Recent reports have also highlighted Y2K issues at the local gov-
ernment level. For example, last month we reported on the Y2K
status of the 21 largest U.S. cities. On average, these cities re-
ported to us completing work for 45 percent of their key services.

Y2K is also a challenge for the public infrastructure in key eco-
nomic sectors. Among the areas most at risk are health care and
education. For health care we've testified on several occasions on
the risks facing Medicare, Medicaid and biomedical equipment. In
addition, last month we reported that while many surveys have
been completed on the Y2K readiness of health care providers,
none of the 11 surveys we reviewed provided sufficient information
with which to assess the true status of these providers. For edu-
cation, last week’s report of the President’s Council on Y2K conver-
sion indicates that this continues to be an area of concern. For ex-
ample, according to the council report, many school districts could
have dysfunctional information systems because less than one-third
of institutions were reporting that their systems were compliant.

That concludes a summary of my statement, and I'd be pleased
to address any questions you may have.

[The prepared statement of Mr. Willemssen follows:]



22

United States G 14 ing Office

GAO

Testimony

Before the Subconmumittee on Government Manageraent,
Information and Technology, Committee on Government
Reform, House of Representatives

For Belease on Delivery
Expected at

9:00 am. PDT

Fridey,

Aungust 13, 1999

YEAR 2000
COMPUTING
CHALLENGE

Important Progress
Made, Yet Much Work
Remains to Ensure
Delivery of Critical
Services

Statement of Joel C. Willamssen
Dir Civil Agencies Inft . a

&
i
£5A0

GAO/T-AIMD 89-265



23

Mr. Chaitman and Members of the Subcommitice:

Thank you for inviting us to participate in today's hearing on the Year 2000 problem.
According to the report of the President’s Commission on Critical Infrastructure
Protection, the United States--with close to haif of all computer capacity and 60 percent
of Internet assets-1s the world's most advanced and most dependent user of information
tochnolwy Should these systems--which perform functions and services critical to our
nation--suffer problems, it could create widespread disruption. Accordingly, the
upcoming change of century is a sweeping and urgent challenge for public- and private-
sector organizations alike.

Because of its urgent natore and the potentially devastating impact it could have on
critical government operations, in Fel brua.z?r 1997 we designated the Year 2000 problem a
high-risk area for the federal government.” Since that time, we have issued aver 130
reports and testimony statements detailing specific findings and numerous
recommendations telated to the Year 2000 readiness of & wide range of federal a.gencxcs
We have also issued guidance to help organizations successfully address the issue.?

Today T will highlight the Year 2000 risks facing the nation; discuss the federal
govemment's progress and challenges that remain in correcting its systems; identify state
and local government Year 2000 issues; and provide an overview of available
information on the readiness of key public infrastructure and economic sectors.

"Critical i i i tures (President's Commission on
Cuuml Inﬁ'astructute Protecnon, chber 1997)

Ri hnology (GAO/HR-97-9, February
1997)

*A list of these publications is included as an atiachment to this statement. These
publications can be obtained through GAQ’s World Wide Web page at
www.gao.gov/vakr.htm.

“Year 2000 Compyting Crisis: An Assessment Guide (GAQ/AIMD-10.1.14, issued as an
exposure draft in February 1997 and in final form in September 1997), whwh addresses
the key tasks needed to complete sach phase of a Year 2000 program (awareness,
assessment, renovation, validation, and implementation); Year 2000 Computing Crisis,
Business Continuity and Contingency Planning (GAO/AIMD-10.1.19, issued as an
exposure draft in March 1998 and in final form in August 1998), which describes the
tasks needed to ensurc the continuity of agency operations; and Year 2000 Computing
Crisis: A Testing Guide (GAQ/AIMD-10.1.21, issucd as an exposure draft in June 1998
and in final form in November 1998), which discusses the need to plan and conduct Year
2000 tests in a structured and disciplined fashion.
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THE PUBLIC FACES RISK OF
YEAR 2000 DISRUPTIONS

The public faces the risk that critical services provided by the government and the private
sector could be severely disrupted by the Year 2000 computing problem. Financial
fransactions could be delayed, flights grounded, power lost, and nationa) defense
affected. Moreover, America’s infrastructures sre a complex array of public and private
enterprises with many interdependencies at all Jevels. These many interdependencies
among governments and within key sconomic sectors could cause a single failure to have
adverse repercussions in other sectors. Key sectors that could be seriously affected if
their systems are not Year 2000 compliant include information and telecommunications;
banking and finance; health, safety, and emergency services: transportation; power and
water; and manufacturing and small business.

The following are exaraples of some of the major disruptions the public and private
sectors could experience if the Year 2000 problem is not corrected.

e With respect to aviation, there could be grounded or delayed flights, degraded safety,
custorer inconvenience, and increased airline costs.

* Aircraft and other military equipment could be grounded because the computer
systems used to schedule maintenance and track supplies may not work. Further, the
Department of Defense could incur shortages of vital items nseded to sustain military
operations and readiness.®

» Medical devices and scientific laboratory equipment may experience problems
beginning January 1, 2000, if their software applications or embedded chips use two-
digit fields to represent the yoar.

Recognizing the seriousnese of the Year 2000 problicm, on February 4, 1998, the
President signed an executive order that established the President's Council on Year 2000
Conversion, chaired by ag Assistant to the President and consisting of one representative
from cach of the execative departments and from other federal agencies as may be
determined by the Chair. The Chair of the Council was tasked with the following Year
2000 roles: (1) overseeing the activities of agencies; (2) acting as chief spokesperson in
national and international forums; (3) providing policy coordination of exacutive branch
activities with state, local, and tribal governments; and (4} promoting appropriate federal
roles with respect to private-sector activities,

‘FAA Systemns: Serious Challepges Remain in Resolving Year 2000 and Computer
Security Problems (GAO/T-ATMD-98-251, August 6, 1998) and Year 2000 Computing
Crisis: Making Pr s But Important Challenges Remain (GAO/T-
AIMIYRCED-99-118, March 15, 1999). ’

6Qeft.znac Computers: Year 2000 Computer Problems Threaten DOD Operations
{GAQ/ADMD-98-72, Apn] 30, 1998). -

2
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IMPROVEMENTS MADE BUT
MUCH WORK REMAINS

Addressing the Year 2000 problem is a tremendous challenge for the federal government.
Many of the federal government's computer systems were originally designed and
developed 20 ta 25 years ago, are poorly documented, and use a wide variety of computer
languages, many of which are obsolete. Some applications include thousands, tens of
thousands, or even millions of lines of code, each of which must be examined for date-
format problems.

To meet this challenge and monitor individual agency efforts, the Office of Management
and Budget (OMB) directed the major departments and agencies to submit quarterly
reports on their progress, beginning May 15, 1997, These reports contain information on
where agencies stand with respect to the assessment, renovalion, validation, end
implementation of mission-critical systems, as well as other management information on
iterns such as costs and business continuity and contingency plans.

The federal govermment's most recent reports show umprovement in addressing the Year
2000 problem. While much work remains, the federal government has significantly
increased its percentage of mission-critical systeins that are reported to be Year 2000
compiiant, as chart 1 flustrates. In particwlar, while the federal government did not meet
its goal of having all mission-critical systerns compliant by March 1999, as of id-May
1999, 93 percent of these systems were reported compliant.

Chert 11 Mission-Critical Systems Reported Year 2000 Compliant, May 1997-May 1999

100%1 93%
8% <
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e 4
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10% 4

0% . , )
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Source: May 1997 — May 1999 data are from the OMB quarterly reports.
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While this reported progress is notable, OMB also noted that 10 agencies have mission-
critical systems that were not yet compliant.” In addition, as we testified in Apnl some
of the systems that were not yet compliant support vital government functions.® For
example, some of the systems thar were not compliant wers among the 26 mission-
critical systemms that the Federal Aviation Administration (FAA) has identified as posing
the greatest risk to the National Airspace System—the network of equipment, facilities,
and information that supports U.S. aviation operations.

Additionally, not all systems have undergone an independent verification and validation
process, For example, in April 199% the Department of Commerce awarded a contract
for independent verification and validation reviews of approximately 40 mission-critical
systems that support that Department’s rpost critical business processes, These reviews
are to continue through the summer of 1999. In some cases, independent verification and
validation of compliant systems have found serious problems. For exarmple, as we
testified this past February,” none of 54 external mission-critical systems of the Health
Care Financing Administration reported by the Department of Health and Human
Services (HIS) as compliant as of December 31, 1998, was Year 2000 ready at thet time,
based on serious qualifications identified by the independent verification and validation
CcOntractor.

Review w Uneven Feder: ency Proj

While the overall Year 2000 readiness of the government has improved, our reviews of
federal agency Year 2000 programs have found uneven progress. Some agencies had
made good progress while other agencics were significantly behind schedule but had
taken actions 10 improve their readiness. For example:

¢ In QOctober 1997, we reported that while SSA had made significant progress in
assessing and renovating mxssxon-cmxcal mainframe software, certain areas of risk in
its Year 2000 program remsined.’® Accordingly, we made several recommendations
to address these risk arcas, which included the Year 2000 compliance of the systems
used by the 54 state Disability Determination Services'! that help administer the
disability programs. SSA agresd with these recommendations and, in Tuly 1999, we

"The 10 agencies were the Departments of Agriculture, Commerce, Defense, Energy,
Health and Human Services, Justice, Transpartation, Treasury; the National Aeronautics
and Space Administration; and the U.S. Agency for Imcmatjoml DcvelopmanL

$Year 2000 Computing Challenge: Federal Government But Critd
Issues Must Stil} Be Addressed to Minimize Disruptions (GAO/T AIN[D-QQJ.M April
14 1599).
*Year 2000 Computing Crisis; Readiness Status of the Department of Health and Human
FBQ&Q(GAOIT AII\JD-99-92 Febtuary 26, 1999),
gl S Adminis : Si t Pro; ade in Ye Effort. But

%}g igks Remain (GAO;YMMD 98-6, October 22, 1997).
""These include the systerns in all 50 states, the Distriet of Columbis, Guam, Pucrto Rico,
and the Virgin Islands.
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reporied that acuons to implement these recommendations had either been taken or
were underway.? For example, regarding the state Disability Determination
Services systems, SSA enhanced its monitoring and oversight by establishing a full-
time project team, designating project managers and coordinators, and requesting bi-
weekly reports. While actions such as these demonstrated SSA's leadership in
addressing the Year 2000 problem, it still needed to complete critical tasks to ensure
readiness, including (1) ensuring the compliance of all external data exchanges, (2)
completing tasks outlined in its contingency plans, (3) certifying the compliance of
one remaining mission-critical system, (4) completing hardware and software
upgrades in the Offics of Telecommunivations and Systems Opezations, and (5)
correcting date field emrors identified through its quality assurance process.

InMay 1999 we testified'® that the Department of Education had made progress
toward addressing the significaat risks we had identified in Soptember 1998' related
10 systems testing, exchanging data with internal and external partners, and
developmg business continuity and contingency plans. Nevertheless, work remained
ongmng in these arcas. Por example, Education had schednled a series of tests with
its data exchange partners, such as schools, through the carly part of the fall. Tests
such as these are imponant since Education’s student financial aid environment is
very large and complex, including over 7,000 schools, 6,500 lenders, and 36 guaranty
agencies, as well as other federal agencics; we have mpomed that Education has
experienced serious data integrity problems in the past.’ Accordingly, our May
testimony stated that Education needed to continue end-to-end testing of critical
business processes involving Education’s internal systenis and its external data
exchange partners and continue its outreach activities with schools, guaranty
agencies, and other participants in the student financial sid comymunity.

Qur work has shown that the Department of Defense and the military services face
significant problerns.'® This March we testificd that, despite considerable progress
tmade in the preceding 3 months, the department was still weil behind schedule.”” We
found that the Department of Defense faced two significant challenges: (1)

2social Administration: Update 2 ther ortnation
mlogx Initiatives (GAO/T- A]MD-99-259 July 29, 1999).

ear 2000 Computing Chalienge: Bducation Taking Needed Actions But Work
msins (GAO:T-AJMD— -180, May 12, 1999)
; ] u Crisjs:

Co - S 4
(GAO/AMD-DS»ISO Jume 30, 1998).M@@M&Q&&1
MW(GAOIAM&&% May 29, 1998); GAO/ATMD-98-
72, Apsil 30, 1998; and Defense Computers: Air Force Needs to Sirengtheq Year 2000
M(GAOIADAD—%-BS January 16, 1998).
Crisis: Has s, Byt Additi

Management Controls Are Needed (GAO/T: -AIMD-99-101, March 2, 1999).
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completing remediation and testing of its mission-critical systems and (2) having a
reasonable level of assurance that key processes will continue to work on 2 day-to-
day basis and key operational missions necessary for national defense can be
successfully accomplished. We concluded that such assurance could only be
provided if Defense took steps to improve its visibility over the status of key business
processes.

End-To-Eng Testin Complete

While it is importaat to achieve compliance for individual mission-critical systerns,
realizing such compliance alone does not ensure that business functions will continue to
operate through the change of century—the ultimate goal of Year 2000 efforts. The
purpose of end-to-end testing is to verify that a defined set of interrelated systems, which
collectively support an organizational core business area or fanction, will work as
intended in an operational environunent. In the case of the year 2000, many systems in
the end-to-end chain will have been modified or replaced. As aresult, the scope and
complexity of testing--and its importance--arc dramatically increased, as is the difficulty
of isolating, identifying, and comecting problems. Consequently, agencies must work
early and continnaily with their data exchange partners to plan and execute effective end-
to-end tests. (Our Year 2000 testing guide sets forth a structured approach to testing,
including end-to-end testing )'®

In January we testified that with the time available for end-to-end testing diminishing,
OMB should consider, for the government’s most critical functions, setting target dates,
and having agencies report against them, for the developrent of end-to-end test plans,
the establishment of test schedules, and the completion of the tests.” On March 31,
OMB and the Chair of the President’s Council on Year 2000 Conversion announced that
one of the key priorities that federal agencies will be pursuing during the rest of 1999 will
be cooperative end-to-end tasting to demonstrate the Year 2000 readiness of federal
programs with states and other partners.

Agencies have also acted to address end-to-end testing, For exauwple, our March FAA
mitimon)f“n found that the agency had addressed our prior concerns about the lack of
detzil in its draft end-to-end test program plan and had developed 2 detailed end-to-end
testing strategy and plans.®® Also, in June 1999 we reported?” that the Department of
Defense had undexway or planned hundreds of related Year 2000 end-to-end test and
evaluation actvitics and that, thus far, it was taking steps to ensure that these related end-
to-end tests were effectively coordinated. However, we concluded that the Department of

EGAQ/ADMD-10.1.21, November 1998.
YYear Computi isis: Readingss Improvi Much Work Remai

Avoid Major Distuptions (GAO/T-AIMD-99-50, January 20, 1999).
GAO/T-AIMD/RCED-99-118, March 15, 1999.

1 GAO/T-AIMD-98-251, August 6, 1998

2Defens 5: Manazement Copyols Are Critical To Fffect

Testing (GAO/ATMD-99-172, June 30, 1999).

Ompulers
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Defense was far from successfully finishing its various Year 2000 end-to-cnd test
activities and that it must complete efforts 1o establish end-to-end mansgement controls,
such as establishing an independent quality assurance program.

ine: ipuity and ineency Pl Nee

Busi continuity and contingency plans are essential. Without such plans, when
unpredicted failures occur, agencies will not have well-defined responses and may not
have enough tirne to develap and test alternatives. Federal agencies depend on data
provided by their business partners as well as on services provided by the public
infrastructure {e.g., power, water, transportation, and voice and data
telecommunications). One weak link anywhere in the chain of eritical dependencies can
cause major disruprions 1o business operations, Given these interdependencies, it is
imperative that contingency plans be developed for all critical core business processes
and supporting systems, regardless of whether these systems are owned by the agency.
Accordingly, in April 1998 we recompended that the Council quw:e agencies to
develop contingency plans for all critical core business processes.”

OMB has clarified its contingency plan instructions and, along with the Chief
Information Officers Council, has adopted our business continuity and contingency
planning gidde.” In particular, on January 26, 1999, OMB called on federal agencics to
identify and report on the high-level core business functions that are to be addressed in
their business continuity and contingency plans, as well g5 to provide key milestones for
development and testing of such plans in their February 1999 quarterly reports. In
addition, on May 13 OMB required agencies to submit high-leve] versions of these plans
by June 15. According to an OMB official, OMB has received plans from the 24 major
departments and agencies. This official stated that OMB planned to review the plans,
discuss them with the agencies, determine whether there were any common themes, and
report on the plans’ status in its next quarterly report.

To provide assurance that agencies’ business continuity and contingency plans will work
if needed, on January 20 we suggested that OMB may want to consider requiring
agencies to test their business continuity stmt:gg and set a target date, such as September
30, 1999, for the compietion of this validation. ® Our review of the 24 major
departments and agencies’ May 1999 quarterly reports found 14 cases in which agencies
did not identify test dates for their business continuity and contingency plans or reported
test dates subsequent to Septemnber 30, 1959.

On March 31, OMB and the Chair of the President’s Council announced that completing
and testing business continuity and contingency plans as insurance against distuptions to
federal service delivery and operations from Year 2000-related failures will be one of the

hi hips (GAO/AIMD-98-85, April
#GAO/AIMD-10.1.19, August 1998, .
GAOIT-AIMD-99-50, Jenuary 20, 1999,

i Dismiption Calls for Strong
30, 1998).
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key priorities that feders! agencies will be pursuing through the rest of 1999,
Aceordingly, OMB should implement our suggestion and establish a target date for the
validation of agency business continuity and contingency plans.

Qur reviews of specific agency business continuity and contingeacy plans have found
that agencies are in varying stages of compietion. For example,

¢ We testified in July 1999 that SSA was in the process of testing all of its contingency
plans, with expected completion in September.”® In addition, SSA planned to assist
the Department of the Treasury in developing alternative disbursement processes for
problematic financial institutions.

» This June, we testified that the U. S. Customs Service had implemented sound
management processes for developing business continuity and contingency plans and
was in the process of testing its plans.”’ Customs expected to complete contingency
plan testing by October 1995.

» InMay 1999, we reported™ that the Department of Agriculture’s component agencies
were actively engaged in developing business continuity and contingency plans but
that much work remained to complete and test thesc plans. Further, its December
1999 departmentwide goal of completing business continuity and contingency plans
laft no room for delays or sufficient time for correcting, reviging, and retesting plans, if
necessary. Consequently, we recommended that the Department of Agriculture
advance its time frame to no later than September 30, 1999, and develop priorities for
completing and testing business continuity and contingency plans that are aligned with
the department’s highest priority business processes, to ensure that remaining work
addresses these processes first. The Department of Agriculture’s Chief Information
Officer stated that the department planned 1o implement our recommendations.

»

This June, we mporteci"9 that the General Services Administration had complated its
telecommunications business continuity and contingsncy plan in September 1998.
However, we made several suggestions for enbancing this plan, including that the
General Services Administration work with its customers to ensure that the customers’
business continuity and contingency plans are fully coordinated with the General
Services Administration’s plan and that it consider the possibility of partial Joss of
service. The General Services Administration agreed to implement our suggestions.

*GAO/T-AIMD-99-259, July 29, 1999.

¥ Year 2000 Computing Crists: Customs Is Makine Good Progress (GAO/T-AIMD-99-
225, Iune 29, 1999).
*BYear 2000 ing Crisis: USDA Neads to Accelarate Time Frames for Completin
Contingency Planning (GAQ/AIMD-$9-178, May 21, 1999).

'GSA's Effort to Develop Year 2000 Business Continuity and Coptingency Plans for

Telecommunications Systems (GAO/AIMD-99-201R, June 16, 1999).
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OMB Action Could Help Ensure

Business Continuity of High-Impact Pro

‘While individual agencies have been identifying and rernediating mission-critical
systems, the government’s future actions need to be focused on its high-priority programs
and ensuring the continuity of these programs, inciuding the continuity of federal
prograrus that are administered by states. Accondingly, govermnmentwide priorities need
to be based on such criteria as the poteatial for adverse health and safety effects, adverse
financial effects on American citizens, detrimental effects on national sccurity, and
adverse economic consequences. In April 1998 we recommended that the President’s
Council on Year 2000 Conversion establish govermunentwide priorities and ensure that
agencies set agencywide priorities. 0

On March 26, OMB implemented our recommendation by issuing a memorandum to
federal agencies designating lead agencies for the government’s 42 high-impact programs
(e.g., food stamps, Medicare, and federal electric power generation and delivery). (OMB
later added 2 43rd high-impsact program—the Department of Justice's National Crime
Information Center.) Appendix I lists these programs and theirlead agencies. For each
program, the lead agency was charged with identifying to OMB the parmers integrsl to
program delivery; taking a leadership role in convening those partners; assuring that cach
partner has an adequate Year 2000 plan and, if not, helping each partner without one; and
developing a plan to ensure that the program will operate effectively. According to
OMB, such a plan might include testing data exchanges across partners, developing
complementary business continuity and contingency plans, sharing key information on
readiness with other partners and the public, and taking other steps necessary 1o ensure
that the program will work. OMB dirccted the lead agencies to provide a schedule and
milestones of key activities in their plans by April 15. OMB also asked agencies ta
provide monthly progress reports. As you know, we are currently reviewing agencies’
progress in ensuring the readiness of their high-impact programs for this subcommittee.

STATE AND LOCAL GOV NTS
FA 1G YEAR 2000 RISK.

Just as the federal govemnrnent faces significant Year 2000 risks, so too do state and local
governments. If the Year 2000 problem is not properly addressed, for example, (1) food
stamps and other types of payments may not be made or could be made for incorrect
amounts; (2) datc-dependent signal timing patterns could be incorrectly implemented at
highway intersections, with safety severely compromised; and (3) prisoner release or
parole eligibility determinations may be adversely affected. Nevertheless, available
information on the Year 2000 readiness of state and local governments indicates that
much work remains.

“GAO/ATMD-98-85, Apil 30, 1998.
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According to information on state Year 2000 activities reported to the National
Association of State Information Resource Executives as of August 3, 19993 states™
reported having thousands of mission-critical systems.®®> With respect to completing the
implernentation phase for these systems,

s 2 states™ reported that they had completed between 25 and 49 percent,
* 6 states™ repored completing between 50 and 74 percent,
* 38 states™ reported completing between 75 and 99 percent, and

® 3 states rc_,nortcd completing the implementation phase for all mission-critical
systems.”

All of the states responding 10 the National Association of State Information Resource
Executives survey reported that they were actively engaged in internal and external
contingency planning and that they had established target dates for the completion of
these plans; 14 (28 percent) reported the deadline as October 1999 or later.

State audit organizations have also identified significant Year 2000 concerns. In January,
the National State Auditors Association reported on the results of its mid-1998 survey of
Year 2000 compliance among states.”® This report stated that, for the 12 state audit
organizations that provided Year 2000-related reports, concerns had been raised in arcas
such as plunning, testing, embedded sy busi continity and contingency
planning, and the adequacy of resources to address the problem.

We identified additional products by 17 state-level audit organizations and Guam that

. "Individual states submit periodic updates to the National Association of State
Information Resource Executives. For the August 3 report, over three quarters of the
states submitted their data after July 1, 1959. The oldest data were provided on March 11
and the most recent data on August 2.

31 the context of the National Association of State Information Resource Exceutives
survey, the term “states” includes the District of Columbia and Puento Rico.
*Mission-critical systems were defined as those that a state had identified as priorities for
gmmpt remediation,

One state reported on its mission-critical systems and one state reported on its

acesses.

*Five states reported on their mission-critical systems and one reporied on all systems.
irty-one states reported on their mission-critical systems, two states reported on their

applications, one reported on its “priority business activities,” one reported on its “critical
compliance units,” one reported on all systems, ona reported on functions, and one
reported on projects.
Two states did not respond to the survey and one did not respond to this quastion.
BYear 2000:_State Compliance Efforts (National State Auditors Association, January
1999).

10
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discussed the Year 2000 problem and that had been issued since October 1, 1998.
Several of these state-level audit organizations noted that progress had been made.
However, the audit organizarions also expressed concerns that were consistent with those
reported by the National State Auditors Association. For cxample:

» In December 1998 the Vermont State Auditor reported® that the state Chief
Information Officer did not have a comprehensive control list of the state’s
information technology systems. Accordingly, the audit office stated that, even if all
mission-critical state systems were checked, these systems could be endangered by
information technology components that had not been checked or by linkages with
the state’s external electronic partners.

s TIn April, New York’s Division of Maragement Audit and State Financial Services
reported that state agencxes did not adequately control the critical process of testing
remediated systems.*® Further, most agencies were in the carly stages of addressing
potential problems related to data exchanges and embedded systems and none had
completed substantive work on contingency planning. The New York audit office
subsequently issued 27 reports on individual mission-critical and high-priority
systems that included concems about, for example, contingency planning and testing.

* InMarch, Oregon’s Audits Division reported* that 11 of the 12 state agencies
reviewed did not have buginess continuity plans addressing potential Year 2000
problems for their core business functions.

e In March, North Carolina’s State Auditor reported*? that resource restrictions had
Jimited the state’s Year 2000 Project Office’s ability to verify data reported by state
agencies.

With respect to California, in February, the California State Auditor reported®’ that state
agencies were making progress in ensuring the uninterrupted delivery of critical services
but that many of the 14 agencics that provide the most critical services had not completed

*Yermont State Auditor’s Report on State Government’s Year 2000 Preparedness (Y2K,
Compliance) for the Period Ending November 1. 1998 (Office of the State Auditor,
Dcccmber 31, 1998).

ion for the Year 2000: A Second Look (Office of the State
Comptrcucr, Dlvxswn of Management Audit and State Financial Services, Report 98-S-

21, April 5, 1999).
ent of Administrative Services Year 2000 Statewide Office
(Secmlary of State, Audits Division, State of Oregon Report No. 99-05, Mamh 16, 1999).
artment of Commerc ‘ormati hnol ! 2000 t Office
(Ofﬁce of the State Auditor, State of North Ca.rolma., March 18, 1999),
2 uter Problem: The S Are sing Tow

Compliance but Key Steps Rernain mggmplgg (Californja State Auditor, February 18,

1999).
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their Year 2000 efforts. Eleven agencics had not completely tested their computer
systems and seven had not comrected or replaced embedded systems. For example, key
agencies responsible for emergency services, corrections, and water resources had not
fully addressed embedded technology-related threats. Regarding emergency services, the
California report stated that if remediation of the embedded technology in its networks
were not completed, the Office of Emergency Services might have to rely on
cumbersome manual processes, significantly increasing response time to disasters.

It is also essential that local government systems be ready for the change of century since
critical functions involving, for example, public safety and wraffic management, are
performed at the local level. Recent teports on local governments have highlighted Year
2000 concems. For example:

s OnJuly 15, we reported on the reported Year 2000 status of the 21 largest U.S.
cities.*® On average, cities reported completing wark for 45 percent of the key
service areas in which they have responsibility, In addition, two cities reported that
they had completed their Year 2000 efforts, nine citics expected to complete their
Year 2000 preparations by September 30, 1999, and the remaining 10 cities expected
to complete their preparation by December 31 In addition, 7 cities reported
completing Year 2000 coutingency pians, while 14 cities reported that their plans
were still being developed.

s OnJuly 9, the National League of Cities reported on its survey of 403 cities
conducted in April 1999, This survey found that (1) 92 percent of cities had a
citywide Year 2000 plan, (2) 74 percent had completed their assessment of eritical
systems, and (3) 66 percent had prepared contingency plans. (Of those that had not
completed such plans, about half stated that they were planning te develop one.) In
addition, 92 percent of the cities reported that they expect that sll of their critical
systems will be compliant by January 1, 2000; 5 percent expected to have completed
between 91 and 99 percent, and 3 percent expected to have completed between 81
and 90 percent of their critical systems by Janvary 1.

* OnJunc 23, the National Association of Counties announced the results of its April
survey of 500 randomiy selected counties. This survey found that (1) 74 percent of
respondents had & countywide plan to address Year 2000 issues, (2) 51 percent had
completed system assessments, and (3) 27 percent had completed system testing. In
addition, 190 countics had prepared contingency plans and 289 had not. Puxther, of
'the 114 counties reporting that they planned to develap Year 2000 contingency plans,

“Reported Y2K Statys of the 21 Larpest U.S. Citics (GAO/AIMD-99-246R, July 15,
1999).

“*fn most cities, the majoxity of city services are scheduled to be completed before this
completion date. For sxampie, Los Angeles plans to have all key city systems ready by
September 30, except for its wastewater treatment systems, which are expectad to be
completed in November.

12
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22 planned to develop the plan in April-June, 64 in July-September, 18 in October-
December, and 10 did not yet know.

Of critical importance to the nation ere services essential to the safety and well-being of
individuals actoss the country, namely 9-1-1 systems and law enforcement. For the most
part, responsibility for ensuring continuity of service for 9-1-1 calls and law enforcement
resides with thousands of state and local jurisdictions. On April 29 we testified that not
enough was known about the status of either 9-1-1 systems or of state and local law
enforcement activities to conclude about either’s ability during the transition to the year
2000 to meet the public safety and well-being needs of local communities across the
nation.’® While the federal government planned additional actions to determine the status
of these areas, we stated that the President’s Council on Year 2000 Conversion should
use such information to identify specific risks and develop appropriate strategies and
contingency plans to respond to those risks. '

We subsequently reported*” that the Federal Emergency Management Agency and the
Department of Justice have worked to increase the response rate to 2 survey of public
safety organizations. As of June 30, 1999, of the over 2,200 -1-1 sites responding, 37
percent rzported that they were ready for the Year 2000. Another 55 percent responded
that they expected to be Year 2000 compliant in time for the change of century.

Recognizing the seriousness of the Year 2000 risks facing state and local governments,
the President’s Council has developed initiatives to address the readiness of state and
local governments. For example:

o The Council established working groups on state and local governments and tribal
governments,

e Council officials participate in monthly multistate conference calls.

v In July 1998 and March 1999, the Council, in partnership with the National
Governors’ Association, convened Year 2000 summits with state and U.S, territory
Year 2000 coordinators.

e OnMay 24, the Council announced a nationwide campaign to promote “Y2K
Community Conversations™ to support and encourage efforts of government officials,
business leaders, and interested citizens to share information on their progress. To
support this initiative, the Council has developed and is distributing a toolkit that
provides examples of which sectors should be represented at these events and issues
that should be addressed.

“Year 2000 Comy Challe: 5 of Ex cy and State and Local Law
Enfor terns Is Still Unknown (GAOIT AIMD-99- 163 Apnl 29 1999).
angd State and Systems: ions

M;gg Year 2000 Challenges (GAO/AIMD-99-247R luly 14, 1999)
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State-Administered Federal Human
Services Programs Are AtRisk

Among the critical functions performed by states are the administration of federal human
services programs. As we reporied in November 1998, many systerns that support state-
adiministered federal humun services gmgmms were at risk, and much work remained to
ensure that services would continue.” In Febmary of this year, we testified that while
sotne progress had been achieved, many states’ systems were not scheduled to become
compliant until the last half of 1999.*® Accordingly, we concluded that, given these risks,
business contipuity and contingency planning was even more important in ensuring
continuity of program operations and benefits in the event of systems failures.

Subsequent ta our November 1998 report, OMB directed federal oversight agencies to
inchude the siatus of selected state homan services systems in their quarterly reports.
Specifically, in January 1999, OMB requested that agencies describe actions to help
ensure that federally supported, state-run programs will be able to provide services and
benefits, OMB further asked that agencies report the date when each state’s systems will
be Year 2000-compliant.

Table 1 summarizes the latest information on state—adnumstered federal human services
programs reported by OMB on June 15, 1999.%° This information was gathered, but not
verified, by the Departments of Agriculture, HHS, and Labor.™ [t indicates that while
many states reported their programs (o be complizut,  number of states did not plan to
complete Year 2000 cfforts until the last quarter of 1999. For example, eight states did
not expect 10 be compliant until the last quarter of 1999 for Child Support Enforcement,
five states for Unemployment Insurance, and four states for Child Nutrition. Moreover,
Year 2000 readiness information was unknown in many cases. For example, according
to OMB, the status of 32 states” Low Income Home Energy Assistance programs was
unknown because applicable readiness information was not available.

“’Year 2000 @gmng Crisis;_Readiness of State Autorgated Svsters to Support
2 A (GAO/AIMZD -99-28, Novembcr 6, 1998).

g_q! ﬂggzm Servxces &oga_mg (GAOIT AIMD 99-91, February 24, 1999).
"’ch Medicaid, OMB reports on the two primary systems that states use to administer the

prograny: (1) the Integrated Eligibility System, to detenmine whether an individual
applying for Medicaid meets the eligibility criteria for participation, and (2) the Medicaid
Management Information Systers, to process claims and deliver payments for services
rendered. Integrated eligibility systems are also often used to determine eligibility for
other public assistance progrems, such as Food Stamps.

3The Department of Agriculturc oversees the Child Numition, Food Stamp, and the
Women, Infants, and Children programs. HHS oversees the Child Care, Child Support
Enforcement, Child Welfare, Low Income Home Energy Assistance, Medicaid, and
Temporary Assistance for Needy Families programs. The Department of Labor oversees
the Unemployment Insurance program.
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Table 1: Reported State-level Readiness for Federally Supported Programs*

Child Nutrition 29 0 9 10 4 2
Food Stamps 25 0 12 14 3 0
‘Women, Infants, and

Children 33 0 11 7 3 0
Child Care 24 5 5 8 2 6
Child Support

Enforcement 15 4 13 8 8 6
Child Welfare 20 5 9 11 3 5
Low Income Home

Energy Assistance

Program 10 0 3 7 1 32
Medicaid - Integrated

Eligibility System 20 0 15 15 4 0
Medicaid — Management

Information System 17 0 19 14 4 0
Temporary Assistance

for Needy Families 19 3 12 15 1 4
Unemployment

Insurance 27 0 11 10 5 0

®This chart contains readiness information from the 50 states, the District of Columbia,
Guam, Puerto Rico, and the Virgin Islands.

®According to OMB, the information regarding Child Care, Child Support Enforcement,
the Low Income Home Energy Assistance Program, Medicaid, and Temporary
Assistance for Needy Familics was as of January 31, 1999; and the information for Child
Nutrition, Food Stamps, and Women, Infants and Children was as of March 1999,
However, OMB provided a draft table to the National Association of State Information
Resource Executives which, in tumn, provided the draft table to the states. The states were
agked to contact HHS and Agriculture and provide corrections by June 1, 1999, For their
part, HEIS and Agriculture submitted updated state data to OMB in early June. The
information regarding Unemployment Insurance was as of March 31, 1999,

“In many cases, the report indicated a date instead of whether the state was compliant.
We assumed that states reporting completion dates in 1998 or earlier were compliant.
¢Unknown indicates that, according to OMB, the data reported by the states were unclear
or that no information was reported by the agency.

“N/A indicates that the states or tersitories reported that the data requesied were not
applicable to them.

Source: Progress on Year 2000 Cogversion: 9th Quarterly Report (OMB, issued on June
15, 1999).
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Although muny states have reported their state-administered prograrus to be compliant,
additional work beyond individual system completion likely remains, such as end-to-end
testing. For example, of the states that OMB reported as having compliant Medicaid
management information and/or integrated eligibility systems, at least four and five
states, respectively, had not completed end-to-end testing.

In addition to obtaining state-reported readiness status information for OMB, the three
federal departments are taking other sctions to assess the ability of state-aiministered
programs to continue into the next century. However, as table 2 shows, the approaches of
the three departments in assessing the readiness of state-administered federal human
services programs vary significamly. For example, HEHS® Heaith Care Financing
Administration (HCFA) hired 2 contractor to perform comprehensive on-site reviews in

- olf states, some more than once, using a standard methodology. Agriculture’s Food and
Nutrition Service (FNS) approach includes such actions as having regional offices
rmonitor state Year 2000 efforts and obtaining state certifications of compliznce. The
Department of Labor is relying on its regional offices to monitor state Year 2000 efforts
as well as requiring states to obtain and subrnit an independent verification and validation
report after declaring their systems compliant.

16
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Table 2: Number and Types Of Assessments Performed
Rt
Varies by region
Nutition Program | repionsl offices are
monitoring all
states’ efforts
Agriculture/ Food | Component entity's | Varies by region | Varies by region Varies by region
Stamps regional offices are
monitoring ail
states’ efforts
Agriculture/ Companent entity’s | Varies by region | Varies by region Varies by region
Women, Infants, | regiopal officcs are
and Children monitoring afl
states’ efforts
HHS/Child Cars | Asoffuly2.a Yes Yes—all visits Partial—on-site visits
contracior had included reviews of included of states”
conducted on-site test plans avd, where | BCCP processes, but not
1eviews of 20 states applicable, test Tesults | their content
HHS/Child AsofJuly2,a Yes Yes——all visits Partial—an-site visies
Support contractor had inciuded reviews of included reviews of states’
Enforcement conducted on-site test plans and, where | BCCP processes, bul ot
Teviews of 20 staley plicable, testresults | their content
HHS/Child Asof July2, & Yes Yes—all visits Pariial—on-site visits
Weifare contractor ad : Tuded of inchuded reviews of states’
conducted on-site test plans and, where | BCCP processes, but not
reviews of 20 states applicable, test results | their content
HHS/Low Income | As of July 2,2 Yes Yes—all visits Partial—ou-site visits
Housing Energy | contracior had included revisws of included reviews of statey’
Assi ducted on-site: test plans and, where | BCCP processes, but rot
Program reviews of 20 states licable, test results | their content
HEISMedicaid A contractar Yes Yes—all visits Partiai—Initial visits
condacted on-site fneloded xovi included g review of &
reviews of 50 states test plans and, where | state’s BCCP process, and
and the District of applicable, test results | as of July 9, a contractor
Columbia once, and had reviewed the content of
as of June 30, te 42 siates” BCCPs, gither on
contractor had site or at headquarters
conducted follow-up
reviews of 14 siates
HHS/ Temporary | Asofluly2.s Yes Yes—mpil visits Partiai—on-site visin
Assi for c had Included reviews of included reviews of siates’
Needy Familiss conducted on-site test plans and, where | BCCP processes, but not
iews of 20 states applicable. testresults | their content
Labor/ Labor's regional Urknown—not | Unknown—not Reviews ongoing
Unemployment offices are specifically specificaily addressed
Insurance monijtoring all addressed in in methadology
states” effcats metbodolopy
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In addition to the completed reviews, all of the departments have ongoing initiatives to
ensure that stats-administered human sexvices programs will continue to function past the
change of century. These initiatives are part of the depantments’ overall stratepgies to
ensure the continued delivery of these high-impact programs. For example,

18

In June 1999, the Department of Agriculture’s FNS required its regions to provide for
each program a copy of either a state letter certifying that it was Year 2000 compliant
or a business continuity and contingency plan. As of June 18, 1999, FNS had
received {1} 9 centifications and 7 business continuity and contingency plans for Child
Nutrition; (2) 12 cextifications ard 16 business continuity and contingency plans for
Food Stamnps; and (3) 23 certifications and 23 business continuity and contingency
plans for Women, Infants, and Children. In addition, to help states’ Year 2000

_efforts, FNS employed a contractor to conduct on-site visits to 20 states for one or

more programs. As of July 9, FINS officials told us 16 states had been visited. With
respect ta the scope of these visits, FNS” regional offices determine for cach state and
program what specific arcas it should encompass. These visits are principally
intended to provide technical assistance to the states in areas such as Year 2000
project management, hardware and software testing, and contingency planning.

In its initial round of on-site reviews conducted between November 1998 and April
1999, the contractor hired by HHS® HCFA (1) identified barriers to successfil
remedistion; (2) made recommendations to address specific areas of concern; and (3)
pleced Medicaid integrated eligibility and management information systems into low,
medinm, or high risk categories. HCFA’s contractor is currently conducting a second
round of on-site reviews in at least 40 states—primarily those in which at least one of
two systems was categorized a3 a high or medium risk during the initial visit. Asof
June 30, 14 states had been visied during this round. The focus of this second round
of visits is on determining how states have resolved Year 2000 issues previously
identified, as well as reviewing activities such as data exchanges and end-to-end
testing. HCFA plans to conduct a third round of on-site reviews in the fall of 1999
for those states that continue 1o have systems categorized as high risk. Addivionally,
another HCFA contractor is reviewing the content of all states’ business continuity
and contingency plans, with some of these reviews being performed in conjunction
with the second round of state visits.

In September 1998, the Departrent of Labor required that all State Employment
Security Agencies conduct independent verification and validation reviews of their
Unemployment Insurance programs. The department set a target date of July 1, 1999,
for states t submit independent verification and validation certifications of their
Unemployment Insurance systems to Labor’s regional offices, Labor required its
regional offices to review independent verification and validation reports and
certifications of Year 2000 compliance that State Employment Security Agencies
subrnitted, and ascertain whether the material met the department’s requirements. If
Labor’s requirements were ruet, the regional offices were to approve the State
Employment Security Agencies’ certification and independent verification and
validarion reponts and forward copies of the approved certification and report, along
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with regional office comments, 1 Labor’s national office.

An example of the benefits that federal/state parmerships can provide is illustrated by the
Department of Labor’s unemployment services program. In September 1998, we
reported that many State Employment Security Agencies were at risk of failure as early
as January 1999 and urged the Department of Labor to initiate the dcvelopmcnt of
realistic contingency plans to ensure continuity of core business processes in the event of
Year 2000-induced failures. In May, we testified that four state agencies’ systems
could have failed if systems in those states had not been programmed with an emergency
patch in December 1998. This patch was developed by several of the state agencies and
promoted to other state agencies by the Department of Labor. *

YEAR 2000 READINESS INFORMATION

AV, LE IN SOME SECTORS. BUT KE
TT0 MISSING OR INCOMP

Beyond the risks faced by federal, state, and local governments, the year 2000 also poses
a serious challenge to the public infrastructure, key economic sectors, and to other
countries. To address these concens, in April 1998 we recommended that the Council
use a scctor-based approach and cstablish the effective public-private parmerships
necessary to address this issue.>* The Council subsequently established over 25 sector-
based working groups and has been initiating outreach activities since it became
operational last spring. In addition, the Chair of the Councit has formed a Senior
Advisors Group composed of representatives from private-sector firms across key
economic sectors. Members of this group are expected to offer perspectives on cross-
cutting issues, information sharing, and appropriate federal responses to potential Year
2000 failures.

Our April 1998 report also recommended that the President's Council develop a
comprehensive picture of the nation’s Year 2000 readiness, to include identifying and
assessing risks to the nation's key economic sectors—including tisks posed by
international links. In October 1998 the Chair directed the Council's sector working
groups to begin assessing their sectors. The Chair also provided a recommended guide of
core questions that the Council asked to be included in surveys by the associations
performing the assessments. These questions included the percentage of work that has
been completed in the assessment, renovation, validation, and implementation phases.
The Chair then planned to issue quarterly public reports summarizing these asscssments.

&_(GAO/T 99-179. M.ay 12, 1999) ‘
#GAQ/ADMD-98-85, April 30, 1998.
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The Council’s most rocen: report was issued on August 5, 1999.% The report stated that
important national systems will make 2 successful transition to the year 2000 but tha
much work, such as contingency planning, remains to be done. In particular, the Council
expressed & high degree of confidence in five major domestic areas: financial
institutions, electric power, telecommunications, air travel, and the federal government.
For exampie, the Couincil stated that on August 2, federal bank, thrift, and credit union
regulators reported that 99 percent of federally insured financial institutions have
completed testing of critical systems for Year 2000 readiness. The Council had concerns
in four significant areas: local govermnment, heaith care, education, and small businesses.
For example, accarding te the Council report, many school districts could move into the
new century with dysfunctional information technology systems, since only 28 percent
and 30 percent of Superintendent/Local Educutional Agencies end post-secondary
institutions, respectively, reported that their mission-critical systems were Year 2000
corpliant. Internationally, the Council stated that the Year 2000 readiness of other
countries was improving but was still a concern. The Council reported that the June 1999
mecting of National Year 2000 Coardinators held at the United Nations found that the
173 countries in attendance were clearly focused on the Year 2000 problem but that many
countries will likely not have enough time or resources to finish before the end of 1995,

The Council’s assessment reports have substantially increased the nation’s understanding
of the Year 2000 readiness of key industries. However, the picture remains incomplete in
certain key areas because the surveys conducted to date did not have a high response rate
or did rot provide their response rate; the assessment was general or contained
projections rather than current remediation information; or the data were old. For
example, according to the Council’s latest assessment report,

s Less than a quarter of the more than 16,000 Superintendents of Schools/Local
Educational Agencies reaponded to a web-based survey of Year 2000 readiness
among clementary and secondary schools. Similarly, less than a third of the more
than 6,000 presidents and/or chancellors of post-secondary educational institutions
responded 10 a2 web-based Year 2000 survey. Also, surveys covering areas such as
smal! and medium-sized chemical enterprises did not provide information on either
the number of surveys distributed or the number retwrned. Small response rates or the
1ack of information on response rates call into gquestion whether the results of the
survey accurately portray the readiness of the sector.

s Information in aress, such as state emergency management and broadcast television
and radio provided a general assessment or projectad compliance levels as of a certain
date, but did not contain detailed data as to the current status of the sector (e.g., the
average pertentage of organizations’ systems that are Year 2000 compliant or the

*The Council’s three veports are available on its web site, www.y2k gov. In addition, the
Council, in conjunction with the Federal Trade Conumission and the General Services
Administration, has established a toll-frec Year 2000 information line, 1-888-USA-
4Y2K. The Federal Trade Commission has also included Year 2000 information of
interest to consumers on its web site, www.consumer.gov.

20
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percentage of organizations that are in the assessment, renovation, or validation
phases).

* In some cases, such as for grocery manufacturers, cable television, hospitals,
physicians’ practices, and railroads, the sector surveys had been conducted months
earlier and/or current survey information was not yet available.

In addition to our work related to the federal, state, and local government’s Year 2000
progress, we have also issued several products related to key economic sectors. Twill
now discuss the reauits of these reviews.

Energy Sector

In April, we reported that while the electric power indusiry had concluded that it had
made substantial progress in making its systems and equipment ready to continue
operations into the year 2000, significant risks remained since many reporting
organizations did not expect to be Year 2000 ready within the June 1999 industry target
date. % We, theref: ggested that the Department of Energy (1) work with the
Electric Power Working Group to ensure that remediation activities were accelerated for
the utilities that expected to miss the June 1999 deadline for achieving Year 2000
readiness and (2} encourage state regulatory wtility commissions to require a full public
disclosure of Year 2000 readiness status of entities transmitting and distributing electric
power. The Department of Energy genemily agreed with our suggestions. We also
suggested that the Nuclear Regulatory Commission (1) in cooperation with the Nuciear
Energy Institute, wark with nuclear power plant licensees to accelerate the Year 2000
remediation efforts among the nuclear power plants that expect to meet the June 1999
deadline for achieving readiness and (2) publicly disclose the Year 2000 readiness of
each of the nation’s operational nuclear reactors. In response, the Nuclear Regulatory
Commission stated that it plans to focus jts efforts on nuclear power plants that may miss
the July 1, 1999 milestone and that it would releass the readiness informstion on
individual piants that same month.

Subsequent to our report, on August 3, 1999, the North American Electric Raliability
Council released its fourth status report on electric power systems, According to the
Council, as of June 30, 1999.—the industry target date for organizations to be Year 2000
ready—251 of 268 (94 percent) of bulk electric orgenizations were Year 2000 ready or
Year 2000 ready with limited exeeptions.” Tn addition, this repor stated that 96 percent

ear uting Crisis: Readingss of th ic Po (GAQ/AIMD-

99-114, April 6, 1999).

*"The North American Electric Reliability Council reported that 64 of these organizations
had exceptions but that it “believes that the work schedule provided to complete these
excaption items in the next few months represents a prucknt use of resources and does
not increase risks associated with reliable electric service into the Year 2000.”

n
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of local distrbution sysierns were reported as Year 2000 ready3® The North American
Electric Reliability Council stated that the information it uses i3 principally seif-reported
but that 84 percent of the organizations reported that their Year 2000 programs had also
been audited by internal and/or external auditors. On July 19, the Nuclear Regulatory
Commission stated that 68 of 103 (66 percent) nuclear power plants reported that all of
their compater systems and digital embedded components that support plant operstions
are Year 2000 ready. Of the 35 plants that were not Year 2000 reedy, 18 had systems or
components that were not ready that conld affect power generation.

n May, we reportad™ that while the domestic oil and gas industries had reported that
they had made substantial progress in making their equipment and systems ready to
continue operations into the year 2000, risks remained. For example, although over half
of our oil is imported, little was known about the Year 2000 rcediness of foreign oil
suppliers. Further, while individual domestic companies reported that they were
developing Yeur 2000 contingency plans, there were no plans to perform a national-level
risk assessment and develop contingency plans to deal with potential shortages or
disruptions in the nation’s overall oil and gas supplies. We suggested that the Council's
oil and gas working group (1) work with industry gssociations to perform national-level
risk assessments and develop and publish credible, national-level scenarios regarding the
impsct of potential Year 2000 failures and (2) develop national-level contingency plans.
The working group generally agreed with these suggestions.

Water Sector

In April we reported™ that insufficient information was avsilable to assess and mansge
Year 2000 efforts in the water sector, and litie additional infoxmation was expected
under the current regulatory approach, While the Council®s water sector working group
had undertaken an awareness campaign and had urged natioual water sector associations
to continue to survey their memberships, survey response rates had been low. Further,
Environmental Protection Agency officials stated that the agency Tacked the rules and
regulations necessary (o requine water and wastewater facilities to report on their Year
2000 statos.

Qur survey of state regulators found that a few states were proactively eollecting Year
2000 compliance data from regulated facilitics, a much larger group of states was
disseminating Year 2000 information, while another group was not actively using cither
approach. Additionally, only a handful of state regulators believed that they were

*This was based on the percentage of the total megawatts of the systems reported as
Year 2000 ready by investor-cwned, public power, and cooperative organizations. The
report did not identify the number of local distribution organizations that reported that
they were Year 2000 ready.

Py, Co; jne Crsis: iness of the Ofl an, igs (GAO/AIMD-
99162, May 19, 1999),

“Year 2000 Computing Crisis: Statys of the Water Industry (GAO/AIMD-99-151, April
- 21,1999).
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responsible for ensuring facilities” Year 2000 compliance or oversesing facilities’
business continuity and contingency plans. Among our suggested actions was that the
Coungil, the Environmental Protection Agency, and the states determine which regulatory
organization should take responsibility for assessing and publicly disclosing the status
and outlook of water sector facilities” Year 2000 business continuity and contingency
plans. The Environmental Protection Agency generally agreed with our suggestions but
oe official noted that additional legislation may be needed if the agency is to take
responsibility for overseeing facilities’ Year 2000 business continuity and contingency
plans.

Health Sector

The health sector includes health care providers (such as hospitals and emergency health
care services), insurers (sach as Medicare and Me-dxca.td) and biomedical equipment.
Last month we reported”’ that HCFA had taken aggressive and comprehensive outreach
efforts with regard to its over 1.1 million healthcare providers that administer services for
Medicare-insured pationts.? Despite these efforts, HCRA data show that provider
participation in its outreach activities has been low. Further, although HCFA has fasked
contractors that process Medicare claims with testing with providers using future-dated
claims, such testing had been limited and the testing that had occuwrred had identified
problems. Our Tuly report also found that although many surveys had been complered in
1999 on the Year 2000 readiness of hesltheare providers; none of the 11 surveys we
reviewed provided sufficient information with which to assess the Year 2000 status of the
healtheare provider community. Each of the surveys had low response rates, and several
did not address critical questions about testing and contingency planning.

To reduce the risk of Year 2000-related failures in the Medicare provider community, our
July report suggested, for exarnple, that HCFA consider using additional outreach
methods, such as public service announcements, and set milestones for Medicare
contractors for testing with providers. We also made suggestions to the President's
Council on Year 2000 Conversion’s heaithcare sector working group, including a
suggestion to consider wotking with associations to publicize those providers who
respond to future surveys in order to increase survey response rates. The HCFA
Administrator generally agreed with our suggested actions.

With respect to biomedical equipment, on June 10 we testified® that, in regponse to our
September 1998 recommendation,  HHS, in conjunction with the Department of

'Year 2000 Computer Crisis: Status of Medicare Providers Unknown (GA.O/AIMD-99-
243, July 28, 1999).

“Examples of such providers are hospitals, laboratories, physicians, and skilled
nursing/ong term care facilities.
“Year 2000 Computing Chalienge: Concerns About Complianee Information on

RBiomedical Equipment (GAO/T-ATMD-99-209, Tune 10, 1999).
*Year Computing Crisis: Compliance Status of Many Biomedical Equipmen

rems 8¢} Unknown (GAO/AIMD-98-240, September 18, 1998).
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Veterans Affairs, had established a cleadughouse on biomedical equipment. As of June
1, 1999, 4,142 biomedical equipment manufacturers had submitted data to the
clearinghouse. About 61 percent of these manufacturers reported having products that do
not employ dates and about 8 percent (311 manufacturers) reported having date-related
problems such 8s an incorvect display of dateftime. According to the Food and Drug
Administration, the 311 manufacturers reported 897 products with date-related problems.
However, not all compliance information was available on the clearinghouse because the
clearinghouse referred the user to 427 manufacturers” web sites. Accordingly, we
reviewed the web sites of these manufacturers and foumd, as of June 1, 1999, a total of
35,446 products.® Of these products, 18,466 were reported as not empiloying a date,
11,211 were reported as compliant, 4,443 were shown as not compliant, and the
compliance status of 1,324 was unknown. :

In addition to the sstablishment of a clearinghouse, our September 1998 repon® also
recommended that HHS aud the Department of Veterans Affairs take prudent steps to
Jjeindy review manufacturers’ test results for critical careflife support biomedical
equipment. We were especially concerned that the departments review test results for
equipment previously deemed to be noncompliant but now decmed by manufacturers to
be compliant, or equipment for which concerns about compliance remained. In May
1993, the Food and Drug Administrarion, a component agency of HHS, announced that it
planned to develop a list of critical care/life support medical devices and the
manufachirers of these devices, select a sammple of mannfacturers for review, and hire a
contrector to develop a program to assess manufactarers’ activities to identify and correct
Year 2000 problems for these medical devices. In addition, if the results of this review
indicated a need for further review of manufacturer activities, the contractor would
review a portion of the remaining manufacturers not yet reviewed. Moreover, according
to the Food and Drug Administration, any manufacturer whose quality assurance system
appeared deficient based on the contractors review would be subject to additional reviews
o determine what actions would be required 10 gliminste any rigk posed by noncempliant
devices.

In April testimony®™ we also reported on the results of a Department of Veterans Affairs
survey of 384 pharmaceutical firms and 459 medical-surgical firms with whom it does
business. Of the 52 percent of pharmaceutical firms that responded to the survey, 32
percent reported that they were compliant. Of the 54 parcent of the redical-surgical
firms that responded, about two-thirds reported that they were compliant.

“Because of limitations in many of the manufacturers web sites, our sbility to determine
the tota] number of biomedical equipment products reported and their compliance status
was impaired. Accordingly, the actual number of products reported by the manufacturers
could be significantly higher than the 35,446 products that we counted.
%GAQ/AIMD-98-240, September 18, 1998,

Year Computing Crigis: jon Ne Ensure Contin elivi

Year 2000 Computing Crisis: Action Needed to Ensure Continued Delivery of
Yeterans Bepefits and Health Care Services (GAO/T-AIMD-99-136, April 15, 1999).

%
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Bankj d Finance r

A Jarge portion of the institutions that make up the banking and finance sector are
overseen.by one or more federal regulatory agencies. In September 1998 we testified on
the efforts of five federa| financial regulatory agencies® to ensurc that the iostitations
that they oversee are ready to handle the Year 2000 problem.” We concluded that the
regulators had made significant progress in assessing the readiness of member institutions
and in raising awareness on important issues such as contingency planning and testing,
Regulator examinations of bank, thrift, and credit union Year 2000 efforts found that the
vast majority were doing a satisfactory job of addressing the problem. Nevertheless, the
regulators faced the challenge of ensuring that they are ready to t2ke swift action to
address those institutions that falter in the later stages of correction and to address
disruptions caused by international and public infrastructure failures.

In April, we reported that the Federal Reserve System-which is instrumental to our
nation’s economic well-being, since it provides depository institutions and government
agencies services such as processing checks and transfam'ng funds and securities, has
effective controls to help ensure that its Year 2000 progress is reported accurately and
mhably. We also found that it is effectively managing the renovation and testing of its
internal systems and the development and planned testing of contingency plans for
continvity of business operations. Nevertheless, the Federal Reserve System still had
much to accomplish before it is fully ready for January 1, 2000, such as completing
validation and implementation of all of its internal systems and completing its
contingency plans.

In addition to the domnestic banking and finance sector, Jaxge U.S. financial institutions
have financial exposures and relationships with international financial institutions and
markets that may be at risk if these intemational orgamzattons are not ready for the date
change occurring on January 1, 2000. In April, we reported”? that foreign financial
institutions had reportediy lagged behind their U.S. counterparts in preparing for the Year
2000 date change. Officials from four of the seven large foreign financial institutions we
visited said they had scheduled compiction of their Year 2000 preparations about 310 6
months after their U.S. counterparts, but they planned to complete their efforts by mid-
1999 af the latest. Moreover, key international market supporters, such ss those that
transmit financial messages and provide clearing and settlement services, told us that

“The National Credit Union Administration, the Federal Deposit Tnsurance Corporation,
the Office of Thrift Supervision, the Federal Reserve Systern, and the Office of the
@Ct;mpu-oller of the Cun'ency

1999}

tution and Re
(GAOIGGD-99-62 April T, 1999)
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their systems were ready for the date change and that they had begun testing with the
financial orgenizations that depended on these systems. Further, we found that seven
large U.S. banks and securities firms we visited were taking actions to address their
international risks. In addition, U.S. banking and securities regulators were also
addressing the international Year 2000 risks of the instimtions that they oversee.

With respect to the insurance industry, in March, we concluded that insurance regulator
presence regarding the Year 2000 area was not as strong as that cxhibited by the banlqng
and securities industry.” State insurance regulstors we contacted were late in raising
industry avareness of potential Year 2000 problems, provided little guidance to regulated
institutions, and failed to convey clear regulatory expectations to companies about Year
2000 preparations and milestones. Nevertheless, the insurance industry is reported by
both its regulators and by other outside obscrvers to be generally on track to being ready
for 2000. However, most of these reports are based on self-reported information and,
comipared to other financial regulators, insurance regulators” efforts to validate this
informarion generaily began late and were more lmited.

In arelated report in April,™ we stated that variations in oversight approaches by state
insurance regulators also made it difficult to ascertain the overall status of the insurance
indusizy’s Year 2000 readiness. We reported that the magnitude of insurers’ Year 2000-
related liability exposures could not be estimated at that time but that costs associated
with these exposures could be substantial for some property-casualty insurers,
particularly those concentrated in commercial-market sectors. In addition, despite efforts
to mitigate potential exposures, the Year 2000-related costs that may be incurred by
insurers would remain uncentaia untif key legal issues and actions on pending legislation
wexe Tesolved.

Transportation Sector

A key component to the nation’s trans) rtaaon sector are girports. This Ianuary we
reported on our survey of 413 airports. * We found that while the nation’s airports were
making progress in preparing for the year 2000, such progress varied. Of the 334 airporis
nesponding to our survey, about one-third reported that they would complete their Year
2000 preparations by June 30, 1999. The othes two-thirds either planned on a Tater date
or faifed 10 estimate any completion date, and half of these airports did not have
contingency plans for any of 14 core airport functions. Although most of those not
expecting to be ready by June 30 are small sirports, 26 of them are among the nation’s
Targest 50 airports.

“Insurance fndustry; Repulators Are Less Active in Encouragipg and Validating Year
;@()_Pl_nggm (GAQIT-GGD-99-56, March 11, 1999).
sivgnes Re: ors Face Challenges i iping Tnd

(GAO!GGD 99-87, April 30, 1999).
"Year 2000 Computipg Crisis: Statas of Airports’ Efforts to Deal With Date Change
Problem (GAO/RCED/ATMD-99-57, January 29, 1999).
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ternational

In addition to the risks associated with the nation's key economic scctors, one of the
largest and most uncertain ares of risk relates to the global nature of the problem. Table
3 summarizes the resuits of the Department of State’s Office of the Inspector General's
analysis of “Y2K Host Country Infrastructure” assessments submitted by U.S. crobassies
in 161 countries (98 from the developing world, 24 from former Easter bloc coymntres and
the New Independent States, and 39 from industrialized countries). The following table
shows that about half of the countries are reported to be at medium or high risk of having
Year 2000-related failures in the key areas of telecommaunications, transportation, and
energy. While a smaller number of countries were reported at medium or high risk in the
finance and water sectors, at Ieast one third of the countries fell into the medium or high
risk categoties.

Table 3: Risk of Year 2000-Related Sector Failures in 161 Countries

Risk Level Finance | Telccommunications | Transportation | Energy | Water
High i1 35 18 26 7
Mediom 43 36 61 64 52
Low 107 70 82 71 102

Source: Year 2000 Computer Problem: Global Readiness and Internatippal Trade

(Statement of the Department of State’s Inspector General befare the Senate Special
Committee on the Year 2000 Technoclogy Problem, July 22, 1999),

The Department of State Tuspector General concluded that the global community is likely
to expetience varying degrees of Year 2000-related failuores-—from mere annoyances 1o
€ailures in key infrastructure systems—in every sector, region, and economic level. In
particular, the Inspector General testified on July 22, 1999, that

+ Industrialized countries were generally at low risk of having Year 2000-related
infrastructure failures although some of these countriss were at risk.

+ Developing countries were lagging behind and were struggling to find the financial
and techuical resources needed to resolve their Year 2000 problems.,

+ Former Eastern bloc countries were late in getting started and were generally unable to
provide detailed information on their Year 2000 programs.

The impact of Year 2000-induced failures in foreign countries could adversely affcct the
United States, particularly as it relates 1o the supp%' chain. To address the international
- supply chain issue, in January 1999 we suggested”™ that the President’s Council on Year

SGAOIT-AIMD-99-50, January 20, 1999,
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2000 Conversion prioritize trade and commerce activities that are eritical to the nation’s
well-being {¢.g., oil, food, phamaccuticals) and, working with the private sector, identify
options for obtaining these materials through eitemative avenues in the cvent that Year
2000-induced failures in the other country or in the transportation sector prevent these
itemns from reaching the United States. In comamenting on this suggestion, the Chair
stated that the Council had (1) worked with federal agencies to identify sectors with the
greatest dependence on international trade, (2) held industry roundtable discussions with
the pharmacentical and food supply sectors, and (3) hosted bilateral and trilateral
meetings with the Council’s counterparts in Canada and Mexico—the United States®
largest trading partners.

In summary, while improvement has been shown, much work remeins at the national,
federal, state, and local levels 1o ensure that major service disruptions do not occur.
Specifically, remediation must be completed, end-to-end testing perfarmed, and busivess
continuity and conti y plans developed. Similar actions remain to be completed by
the nation’s key sectors. Accordingly, whether the United States skccessfully confronts
the Year 2000 challenge will Jargely depend on the success of federal, state, and local
governrments, as well as the private sector working separately and together to complete
these actions. Accordingly, strong leadership and partnerships must be maintained to
ensure that the needs of the public are met at the turn of the century.

Mr. Chairman, this concludes my statement. [ weould be happy to respond to any
questions that you or other members of the Subcommittee may have at this time,
Contacts

For information concerning this testimony, please contact Joel Willemssen at (202) 512-
6253 or by e-mail at willemsseni aimd @ a0 gov.
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APPENDIX 1

Department of Agriculture

o P e faduit:
Child Nutrition Progrars

Department of Agriculture Food Safety Inspection
Department of Agricultuze Food Stamps

Special Supplemental Nutrition Program for Women,

Deparument of Apriculture Infants, and Children

Department of Cominerce Patent and trademark processing

Department of Commerce Weather Service

Department of Defensc Military Hospitals

Department of Defense Military Retirement

Department of Education- Student Aid

Department of Energy Federal clectric power gencration and delivery
Department of Health and Human

Services Child Care

Department of Health and Human

Services Child Support Enforcement

Department of Health and Human

Services Child Wclfare

Department of Health and Human .

Services Disease monitoring and the ability to issue warnings
Department of Health aud Human

Services Indizn Health Service

Deparment of Healtn and Human

Services Low Income Home Energy Assistance Program
Department of Health and Human

Services Medicaid

Department of Health and Human

Services Medicare

Department of Health and Human

Services Organ Trangplants

Department of Health and Human

Services Temporary A for Needy Familics
Department of Housing and Urban Housing loans (Government National Mortgage
Development Association)
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Department of Housing and Uthan

Development Section 8 Rental Assistance
Department of Housing and Urban

Development Public Housing
Departrnent of Housing and Urban

Developrment FHA Mougage Insurance

Deparment of Housing and Urban
Development

Community Development Block Grants

| Department of the Interior Bureau of Indians Affairs programs
Deparument of Justice Federal Prisons
Department of Justice Immigration
Department of Justice National Crime Information Center
Department of Labor Unemployment Insurance
Department of State Passport Applications and Processing
Department of Transportation Air Fraffic Contro] System
Department of Transportation Maritime Safoty Program
Department of the Treasury Cross-border Inspection Services
Department of Veterans Affairs Veterans' Benefits
Department of Veterans Affairs Veterans' Heaith Care
Federal Emergency Management

 Agency Disaster Relief
Office of Personnel Management Federal Employee Health Benefits
Office of Personne] Management Federal Employee Life Insurance
Office of Personnel Management Federal Employee Retirement Benefits
Railroad Retirement Board Retited Rsil Workers Benefits
Social Security Administration Social Secarity Benefits
U.S. Postal Service Mail Service
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A TESTIMONY ADDRESSIN YEAR 2000
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Year 2000 Computing Crisis: Status of the Water Industry (GAO/AIMD-99-151, April

21, 1999)
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Yzar 2000 Compnting Crisi uch Wi ins To Ensure
Delivery of Critical Services (GAO!I AIMD-99-149, Apn} 19, 1999)
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14, 1999)

Year 2000 Computing Crisis: Additional Work Remains to Ensure Delivery of Critical
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Year 2000 Computing Crisis: Federal Reserve Has Established Effective Year 2000
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1999
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IRS' Year 2000 Efforts: Status and Remaining Challenges (GAQ/T-GGD-99-35,

February 24, 1999)
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000 Computing Crisis: Readj £ d Systerns to S Federal
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Mr. OsE. We're going to go through the other witnesses and then
come back for questions. I actually think there are microphones on
the table here in the event you want to sit to give your testimony.
You're welcome to stand, of course.

Mr. Cordiner, from the State Auditor’s Office.

Mr. COrRDINER. Mr. Chairman, Congressman, and Members, I ap-
preciate the opportunity to speak to you this morning on a very im-
portant topic. Thus far our office has had two opportunities to re-
view the Y2K effort in California. The first of our audits was pub-
lished in August 1998. Under the former administration, agencies
self-reported their progress on remediating their systems to the De-
partment of Information Technology, and we were concerned that
those reportings were accurate reportings. So we looked at several
of the systems of these agencies and found that they were overly
optimistic as to where they currently were in their progress. In ad-
dition, we did some survey work and found the same held true for
some other agencies.

Moreover, there were many of these agencies that had not begun
to do business continuity planning, which we felt was critical in
light of the fact that they would seem to be lagging behind on the
remediation progress. Most were doing planning, but it was more
of a disaster recovery type of planning rather than concentrating
on what would happen if their remediation efforts failed or weren’t
done in time.

Based on our recommendations in the first audit, the legislature
again wanted us to look at this area, and we did publish another
report in February 1999. This time we looked—we chose a sample
of what we considered the most critical agencies supplying services
to Californians, and that would include health and safety, payment
systems, and revenue agencies. We chose a sample of 14 agencies
to look at. We looked at the critical systems supporting those pro-
grams and found that 11 of the 14 agencies had not completed
their remediation of critical systems that by a previous administra-
tion Executive order should have been done by December 31, 1998.

Areas that weren’t finished included thoroughly testing their sys-
tems, dealing with the threats posed by imbedded technology that
those systems depend on, as well as data exchange partners. They
hadn’t fully agreed on formats or some hadn’t tested that agreed-
upon format to ensure that information passed between the data
exchange partners would be seamless and wouldn’t cause a corrup-
tion of data.

We also found that one of the State’s two large data centers that
many agencies depend on to support their systems didn’t have—it
had a risky strategy for Y2K in that the infrastructure that these
other agencies depend on hadn’t been thoroughly tested to deter-
mine that it would work. And they also had noncompliant products
out there that they had notified others that they shouldn’t use, but
they hadn’t removed them as we felt would be prudent in the cir-
cumstance.

Last, we looked at the infrastructure, mainly telecommunications
and the power grid, and we found that with the decentralization
that has occurred in this industry, there are many players, if you
will, that oversee segments of the infrastructure, but there was no
centralized place that one could go to determine, you know, what’s
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the progress on, say, telecommunications, or what’s the progress on
whether all the providers of power are fully ready to meet the new
century.

That concludes my summary, and I would be glad to answer any
questions.

Mr. OSeE. We appreciate that. We're going to go ahead and have
the other two testify and then we’ll just take questions as a whole.

Mr. CORDINER. Thank you.

[The prepared statement of Mr. Cordiner follows:]
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Year 2000 Computer Problem:
The State’s Agencies Are Progressing Toward Compliance but Key Steps Remain
Incomplete

RESULTS IN BRIEF

This is our second report on state agencies’ progress in resolving the problems with their computer
systems caused by the year 2000, or the millennium bug, as it is sometimes called. As we reported in
August 1998, state agencies are making progress towarg correcting critical computer systems to
ensure the uninterrupted delivery of essential services to Californians; however, we are concerned
that many of the 14 agencies that provide the most critical services are still not done. Eleven agencies
have not completely tested their computer systems, nor have 7 corrected or replaced the embedded
chips that control certain of their systems’ computerized activities.

For example, the Employment Development Department estimates that it will not complete testing of
the ployment i system until September 1999, This critical system manages over $2.9
billion in annuat payments to unemployed workers, In another instance, the Department of
Corrections does not expect to correct and test embedded technology in the electrified fences at 23
prisans vntil September 1999, Such late completion dates may not give the agencies enough time to
resotve nnforeseen problems before January 1, 2000, which could cause financial hardship to or
imperil the safety of Californians. Additionally, five agencies have not completely resolved critical
issues with their data exchange partners.

Moreover 4 of 20 campnter systems at these vital agencies are mission-critical, or essential to core
and, g 10 3 FOVernor's ive order, should have been fixed by

December 31, 1998, but were net Worse yet, with less than 11 months umtil the new millennium
begins, 11 agencies still have no business continuation pians if their computer systems are not
corrected in time or fail to work, Equally unprepared are almost two-thirds of all 462 state programs
because agencies still have critical tasks to complete, such as ing and d ing full system
testing, correcting embedded technology, or remedying data exchange problems. Over half of all

grams must also develop business continuation plans to cover the possibility that their remediation
efforts might fail,

We further found that one of the State’s two large data centers that support hundreds of state clients
has a poor strategy to protect its clients from the ill effects caused by year 2000 problems. The Teale
Data Center {Teale) lacks s year 2000 plan that addresses critical client services and has allocated few
resources to year 2000 tasks in generat. Although Teale has developed a time machine environment
for testing a system's ability to function after D ber 31, 1999, it does not monitor its clients’ use
of this environment. Neither has Teale required clients to abandon noncompliant software that could
corrupt data or destabilize its processing environment.

In contrast, the Health and Welfare Data Center (HWDC) has 1 comprehensive year 2000 pian that
addresses critical chient services and has devoted sig o g its plan. The
HWDC also encouraged its clients to perform year 2000 ‘testing in its time machme environment and
is monitoring client use o ensure its mainframe compuiers are year 2000 ready. In addition, the

file/C:AWINDOWS\TEMP\98 1 16sum bim B9
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HWDC is precluding its clients from using software that is not year 2000 compliant.

‘With time running out and no potential for an extension, it is troubling to find so many computer
systems that support such a large number of state programs-many delivering vital services to
Californians-are still in need of some remediation before state agencies can ensure the risk of failure
is minimal. What is more disturbing is that many of the same agencies that have not ﬁxily remediated
the computer systems supporting their programs also have not comp} [ ion plans
to deliver services if their efforts are further delayed or fail to work.

Finally, of additional concern is the fact that no single entity is charged with overseeing the year 2000
readiness of electric and telecommmncanon utilities essential to the delivery of state and other public
servicss. Instead, a variety of entities, including ¢« lected boards, and nonprofit
organizations, regulate and monitor portions of the systems. For example, the California Public
Utilities Commission is monitoring portions of the electrical industry and all of the
telecommunication providers in California, but it just began these efforts and may not present results
until at least April 1999. Further, although the North American Electrical Reliability Council is
monitoring efforts on a national level, its reported results are preliminary and based on self-reported
information.

RECOMMENDATIONS

To ensure that state agencies’ systems are year 2000 ready and that California’s vital services are not
interrupted at the beginning of the new millennium, the governor or the Legislature should do the
following:

» Appoint an independent quality assurance agent or independent verification and validation
group to review critical systems supporting the 17 programs we believe are vital to California
to validate that state agencies have found and corrected all date references in their systems.
Until this appointed authority certifies that an agency has completed all testing, remediated
embedded technology, and fully addressed all data exchange issues within its control, the
governor or the Legislature should direct the Department of Information Technology or other
governing body to deny the agency approval for any new information technology projects.

Closely monitor the progress of the systems supporting state programs that have not completed
efforts to resolve year 2000 problems. If progress appears to be falling behind completion
milestones, the governor or the Legisiature should consider what tasks remain, whether
adequate resources are available to complete them, and take appropriate action to ensure
successful completion. Such action could include assisting agencies in obtaining outside
resources, such as consultanis, or realiocating knowledgeable staff from other agencies.

L]

Monitor all agencies' efforts to ensure the completion of business continuation plans by June
30, 1999.

» Designate one authority to assess, oversee, and report on the year 2000 preparations of critical
public utilities serving California, such as electricity and telecommunication services.

To affirm that its own computer systems will operate properly after January 1, 2000, Teale should

monitor its clients’ use of its time machine environment and consider further testing for those portions
of the systems not tested by clients. Further, to ensure that its clients are given the opportunity to
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investigate whether they could be at risk of system interruptions, Teale should notify the six clients
that used an earlier software version in its time machine environment, Finally, to avoid the potential
for data corruption and instability in its operating system, Teale should remove any noncompliant
software products from its computers before January 1, 2000.

AGENCY COMMENTS

The governor's office (office) agreed with our findings and stated that the new administration is
keenly aware of the challenges posed by the year 2000 problem. The office also stated that the
governor will soon announce a plan that will address the issues identified in our report. The Teale
Data Center (Teale) agreed with our recommendation that it notify clients that used an earlier
software version in its time machine. Teale disagreed with our conclusion that it lacked a successful
strategy for its year 2000 diation plan, but is hing methods available to monitor clients'
use of its time machine. The Health and Welfare Data Center agreed with our findings but chose not
to respond formally.

Download this entire report in Adobe Portable Document Format (PDF)
Return to the home page of the California State Auditor/Bureau of State Audits
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California State Auditor/Burean of State Audits
Summary of Report Number 98023 - August 1998

Year 2000 Computer Problem:

Progress May Be Overly Optimistic and Certain Implications Have Not Been
Addressed

RESULTS IN BRIEF

As the year 2000 fast approaches, state agencies are rushing to fix their critical computer projects to
allow the continued delivery of essential products and services to Californians. However, fixing
almost 700 of the State's critical computer projects may not be as far along as reported in the April
1998 quarterty report published by the Department of Information Technology (DOIT) and reported
to the Legislature.

Furthermore, many state agencies have not addressed all facets of the year 2000 problem and,
therefore, may not actually be ready for the next millennium. Specificaily, agencies are prematurely
declaring their critical projects complete that have not been thoroughly tested. Critical projects are
those so important that their failure would cause a significant negative impact on the health and
safety of Californians, on the fiscal or legal integrity of state operations, or on the continuation of
essential state agency programs.

Thus far, none of the agencies reporting on completed critical projects to the DOIT have rigorously
tested their information-technology systems, comprised of one or mere critical projects, in an isolated
environment where the computer's internal clock is set to dates in the next century to make sure the
systems will continue to function after the year 2000. Moreover, several agencies responsible for
remediating large, complex systems have yet to even schedule such tests at either of the State's two
data centers. While all critical projects may not need this type of testing, we believe the fact that none
of the 10 agencies reporting completed critical projects to the DOIT has used such testing on those
projects is cause for concern. Moreover, in many cases the amount of time agencies are allocating to
test their critical projects falls far short of the 50 percent to 70 percent of total project time and
resources that others in the industry have spent on testing.

In addition, many of the State’s critical computer projects and systems depend on data exchanges with
other entities, such as counties and the federal government. Yet not all agencies have completed the
necessary steps to ensure that data transmitted through these interfaces will work seamlessly with the
State's camputer systems into the next century. Even if agencies successfully fix their own critical
computer systems, they still may not be able to deliver expected products and services in the next
millennium if their data-exchange partners' systems are not year 2000-ready.

Finally, the managers of most state agencies have yet to ensure that their agencies have established
appropriate business-continuation plans in the event of faitures or delays caused by the year 2000
problem. Agencies appear to be focusing exclusively on fixing critical computer systems and
choosing not to involve the individuals responsible for program delivery in determining what to do if
critical systems do not work as intended or are delayed. However, rather than using staff involved
with remediation, we believe the managers responsible for the agencies' core business processes
should establish work groups of program staff and dedicate sufficient resources to develop business-
continuation plans to ensure that the agencies maintain the delivery of essential products and services

http://www.Ihe.ca.gov/bsa/summaries/98023sum.html 8/11/99
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in the event of year 2000-induced failures or delays.
RECOMMENDATIONS

To ensure uninterrupted delivery of essential products and services to Californians, the Governor's
Office should ensure that all state agencies take the following steps:

Provide the Department of Information Technology (DOIT) with accurate information about
the status of their year 2000 remediation efforts. Specifically, the estimated completion dates
for each phase of remediation, including final completion, should reflect the agency's best
estimate for the actual completion dates and should be updated w} er Ci

affecting a project's status change.

Thoroughly and prehensively test the remediation for each critical project. For larger,
complex projects associated with systems that support the delivery of services to Californians
where interruption would be unacceptable, agencies should also consider testing the system in
an isolated computer environment using a time machine. Moreover, prior to declaring a project
complete, tests of any internal interdependencies, external data exchanges, 20th and 21st
century date recognition, and the impacts from embedded systems such as desktop computers,
should be complete and the project acceptance tested and approved by agency managers

ible for the busi functions.

Protect their computer systems from missing or corrupted data supplied by external parties.
Specifically, agencies should identify their dat: h partners, develop schedules for
testing and implementing new date formats, and thoroughly test data supplied by external
parties.

Establish business-continuation planning groups, made up of managers from major business
units, experts in rel functional areas, busi ontinuation and disaster-recovery
specialists, operational analysts, and contract specialists. These planning groups should then
follow a structured approach to develop 2 business-continuation pian for each core business
process and infrastructure component affected by the year 2000 problem.

In addition, to ensure that the administration and the Legistatare have accurate information about
state agencies® progress toward fixing their critical projects and systems threatened by year 2000
problems, the DOIT should do the following:

o Continue to collect and analyze information state agencies provide on their overall progress. If,
after analyzing the reported information, something appears anomalous-such as too little test
time-contact the agency for an explanation.

+ Continue to collect information from agencies on their data-exchange partners. In addition,
take appropriate follow-up action if it appears that agencies are not testing their interfaces with
data-exchange partners.

« Require agencies, as part of their monthly reporting, to indicate whether they have business-
continuation plans that ensure that each core business function will continue uninterrupted if
the critical computer systems supporting those funictions fail to work or are delayed because of
year 2000 problems,

http://www.lhc.ca.gov/bsa/summaries/98023sum.html 1199
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Mr. OsE. I stand corrected. We would like you to give your testi-
mony up here at the podium.

This 1s Joan Smith, supervisor from Siskiyou County. Thank you
for joining us.

Ms. SmiTH. Thank you, Congressman Ose. Good morning. I want
to thank you for the opportunity to provide testimony for the sub-
committee with regards to the year 2000 readiness of local govern-
ments. 'm here today speaking on behalf of the Regional Council
of Rural Counties [RCRC], which is an organization that represents
27 of California’s rural counties. I would like to begin by thanking
our distinguished congressional representatives for taking time
from their busy schedules to be here in Sacramento today. A warm
northern California welcome to all of you.

The issues that we are addressing are of great importance to the
communities represented by Congressman Ose and throughout
rural California. There are only 140 days left before the year 2000,
and we still have much work to do. The Y2K preparedness level of
local government varies widely within the State of California. Cali-
fornia has 58 counties, 471 cities, and over 2,300 independent spe-
cial districts. Some are ready right now, but many, most, are not.

Today’s hearing is especially important because it concerns the
readiness of public services their citizens come in contact with
every day. Here’s where the rubber hits the road for fire, police and
the programs and services counties provide for children and fami-
lies and the basic services that allow communities to function and
the economy to grow. It is vital that the citizens in rural California
have confidence that county services will still function and that
there are realistic contingency plans should any systems fail.

Recently, the General Accounting Office was asked to identify the
Y2K status of key services provided by the Nation’s 21 largest cit-
ies, as was testified here today.

As of early July, America’s largest cities report on average that
they have completed 43 percent of the work that will be required
for an uneventful transition to the year 2000. Information from the
National Association of Counties estimate that only 27 percent of
the more than 3,000 counties it represents nationwide have com-
pleted Y2K testing. Apparently, more than 2,000 counties have a
lot of work to do in the next 140 days.

Siskiyou County Y2K experiences. As was previously stated, I'm
from the very top of the State, Siskiyou County. We border—we
have a population of approximately 45,000 people, and we’re lo-
cated on the Oregon border, and we lie between the counties of
Modoc and Del Norte. Siskiyou County began its year 2000 pre-
paredness program in October 1998, with the formation of an inter-
departmental task force.

Mr. Chairman, I just wanted to let you know our Superintendent
of Schools, Barbara Dillan does sit on our Y2K task force and they
are working with us and bringing things up to date. This task force
works to identify essential services for each county department, in-
stitute contingency planning, coordinate systems testing, test all
essential communication systems by the manufacturer, ensure
medical facilities have replaced essential equipment and have addi-
tional supplies available, create a coordinated response procedure
for potential increase in medical response, including home health
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patients, address potential increase in law enforcement calls, con-
duct over 100 community awareness programs, develop planning
information for all county departments, cities and special districts
in our area.

The county of Siskiyou has worked with our region’s electric and
telephone service providers to ensure that their systems will be
fully functional. We are fortunate that our electric provider,
Pacificorp, has completed its Y2K compliance testing. In fact, they
have rolled their date forward. They are now in the year 2000.
They managed to work out any bugs that they had, and we are still
functioning in the year 2000 in our area. The Federal Department
of Energy has advised us to prepare for the potential of a 2- to 3-
day power outage during the first month of the year 2000.

Siskiyou County has actively worked with other governmental
entities in the community in the development and implementation
of our Y2K preparedness plan to make the transition to the new
year as smooth as possible. We believe that our hard work and ad-
vance planning related to the Y2K issue will leave us in good shape
for anything that may come our way.

The Regional Council of Rural Counties, in response to this hear-
ing, commenced a survey to gauge the year 2000 readiness of our
member counties of which you have a copy of the results before
you. While this survey is only a snapshot of rural county prepared-
ness, it does provide an interesting accounting of how local govern-
ments perceive they are doing. For your information, we have at-
tached a copy of the survey and a computation.

The first section of the Y2K Compliance Survey asked the rural
counties to identify the systems they have checked and if and
where any problems have occurred and identified. The responses
indicated that they are actively checking programs such as 911
emergency systems, jail functions, data bases, billing/payroll, mo-
bile data systems, communication infrastructure, wastewater treat-
ment and a number of other systems.

Several counties have checked and have made needed adjust-
ments to 100 percent of their critical systems. Many of the counties
responded they are not checking systems within their counties,
that they are the responsibility of State, Federal or private entities.
These systems would include rail crossings, mass transit systems
and traffic control systems. However, most of the respondents are
working with their telephone, electricity, and water suppliers to en-
sure that these operations are being examined.

The county of Alpine responded that there are no public elevators
in the entire county to check and that their 911 emergency services
are provided by Douglas County, NV.

The second area of the Y2K Compliance Survey asked the rural
counties to note who they are currently working with to determine
their ability to interface with other systems. They indicated they
were working with State entities, cities, counties and special dis-
tricts, schools and community organizations to test specific critical
interfaces. The counties of Yuba and Shasta have expressed that
they have worked closely with their health care providers. Only
five of the counties say they have communicated directly with Fed-
eral entities regarding Y2K issues. There appears to be little dis-
trict Federal-to-county technology interface, with most payment
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and communication systems being linked between the Federal and
the State.

The third section of the survey focused on risk assessment. Most
of the counties have developed a formal year 2000 preparedness
plan and have completed between 50 and 95 percent of the nec-
essary compliance checks. The 15 counties in the survey assessed
their combined current readiness is 73 percent. The counties of
Lassen and Alpine indicated they do not have official year 2000
preparedness plans. Most of the counties stated that they are at-
tempting to address the Y2K issues internally, and only two coun-
ties, Glen and El Dorado, have hired outside consultants to assist
them with their effort.

The responses show that 69 percent of counties currently employ
a full-time information technology staff person.

The last section asks the counties to indicate the amount and
type of public outreach on year 2000 issues that they have con-
ducted. The survey shows the counties have effectively utilized
community forums, media presentations to businesses—media—ex-
cuse me—presentations to business and social organizations, and
public service announcements to communicate how they are pre-
paring, especially to the elderly community.

Many of the counties have developed a brochure or have posted
information on their webpages to inform their community about
Y2K issues. Merced County’s website is located at
222.co.shasta.ca.us and Shasta County is www.co.shasta.ca.us.
They are two very good examples.

Before you is a copy of the Y2K Cookbook. This was developed
by Merced County with the assistance of the State of California,
the Department of Information Technology or DOIT, as we call it.

In conclusion, for the past 3 years California’s rural counties
have invested hundreds of hours of staff time, replaced and up-
graded hardware and software and have spent millions of dollars
to prepare for Y2K. The survey and recent conversations with rural
county Y2K representatives appear to indicate that most of the
counties will be well prepared for any potential disruptions that
may occur due to the changeover at the end of the year.

As stated by several counties, the potential of losing services
such as electricity or telephone service is not much greater than
the possibility of a severe snowstorm, flood or forest fires, all of
which we have survived. We strongly believe that no matter what,
everyone should always be prepared in case of an emergency. That
means having warm blankets, extra food and water, flashlights and
backups for all systems containing program logic.

There has been a fair amount of media attention focused on peo-
ple acquiring survivalist property in rural areas, food and gas
hoarding, and the impact of increased traffic on rural roads as peo-
ple escape urban areas. These doom-and-gloom forecasts will poten-
tially lead to additional impacts upon county services that will be
difficult to assess.
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California’s rural counties are looking forward to a smooth tran-
sition to the year 2000 and are working hard to ensure that our
citizens and businesses will not be adversely impacted by the fail-
ure of any governmental-operated systems. Thank you.

Mr. OsE. Thank you for joining us, Supervisor Smith.

[The prepared statement of Ms. Smith follows:]
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United States House of Representatives
Subcommittee on Government Management, Information and
Technology
The Honorable Stephen Horn, Chairman

Year 2000 Readiness

Written Testimony of Joan Smith
Siskiyou County Supervisor
Representing the Regional Council of Rural Counties
August 13, 1999
Sacramento, California

MR. CHAIRMAN AND MEMBERS OF THE SUBCOMMITEE:

I want to thank you for the opportunity to provide testimony to the Subcommittee with
regards to the Year 2000 readiness of local governments. I am here today speaking on

"behalf of the Regional Council of Rural Counties (RCRC), an organization that
represents twenty-seven of California’s rural counties,

1 would like to begin by thanking our distinguished congressional representatives for
taking time from their busy schedules to be here in Sacramento today - a warm Northern
Califomnia welcome to all of you. The issues that we are addressing are of great
importance to the communities represented by Congressman Ose and throughout rural
California.

There are only 140 days left before the Year 2000, and we still have much work to do.
The Y2K preparedness level of local government varies widely within the State of
California. California has 58 counties, 471 cities and over 2300 independent special
districts. Some are ready right now, but many--most--are not.

Today's hearing is especially important because it concerns the readiness of public
services that citizens come into contact with everyday. Here is where the rubber hits the
road for fire and police, for the programs and services counties provide for children and
families and the basic services that allow communities to function and the economy to
grow. It is vital that citizens in rurai California have confidence that county services will
still function and that there are realistic